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1 Mpu3HavyeHHA cucTemMun

Cucrema JIO3A-1 — 11e KOMIUIEKC MPOTPaMHUX 3ac00IB, TPU3HAUCHUH IS 3aXUCTY Bil
HECAHKI[IOHOBAHOTO JIOCTYMy IHQoOpMaIlil, sSka MICTUTBCS B TEKCTOBUX JIOKyMEHTaxX Ta
€JIEKTPOHHUX TAOIHUIISIX.

Cucrema Takox 3a0e3medye 3axucT Oyab-SKUX IHIMX JaHUX — Ha PIBHI IammKd
oTepaIiifHol CUCTEMH IS TaHUX, SIKi 30epIraloThCsl Ha KOPCTKOMY JHICKY, Ta Ha PIBHI pO3ALTY
JMCKa — JIJIS1 TAaHUX, 5K 30epiratoThCsl Ha 3HIMHUX JIMCKaX.

Cucrema JIO3A-1 mictTuTh 3aco0u, HEOOXIiTHI VI TOOYIOBU KOMILIEKCHOI CHCTEMH
3axUCTy iH(opMmalili B aBTOMAaTH30BaHUX cucTeMax Kiacy “1” (3rinHO 3 KiIacuikaliero,
HaBegeHor B nokymeHTi HJ[ T3I 2.5-005-99 “Knacudikaris aBTOMaTH30BaHUX CHUCTEM 1
cTaHjgapTHi  (yHKUiOHANBHI mpoditi  3axuieHOCTI  oOpobmroBaHoi  HbopMmalii  Bix
HECaHKITIOHOBAHOTO JIOCTYITY).

3rigHo 3 TepMiHOJIOTIE0, BBeeHO B JokymeHnTi HII T31 2.5-004-99. “KpuTtepii omiHku
3aXUINCHOCTI HQopMallii B KOMIT'IOTEPHUX CHCTEMaxX Bil HECAHKI[IOHOBAHOTO JOCTYITY
cucrema JIO3A-1 nanae nociyru Oe3neku, 3a3HaueH1 B Tadmuii 1.1.

Tabmuus 1.1 [podite cucremu

PiBeHb HaaHHS TOCITYTH
Ha3ssa nociyru
Ilo3nauenHus Hazga
Kondinenuiitictb
JloBipya KOHGIICHIIAHICTD KJI-2 bazoBa noBipua KOHDIIEHIIHHICTH
AnmiHicTpaTUBHA KOHIIEHITHICTD KA-2 bazoBa agmiHicTpaTHBHA
KOHQIIEHIIINHICT
[ToBTOpHE BUKOPUCTAHHS 00’ €KTIB KO-0 [ToBTOpHE BUKOPUCTAHHS
3aXUINCHUX 00’ EKTIB
HinicHicTh
JloBipya MUTICHICT -1 MiHiMasibHa TOBIpYa IUTICHICTD
AJMIHICTpaTHBHA LUTICHICTH HA-1 MiHiManbpHa aMIHICTpaTHBHA
LUTICHICTB
JocTynHicTb
I"apsiaa 3amina J3-1 MonepHBaris
BinnoBnenus micias 30018 JB-1 Pyune BiTHOBIEHHS
Cnocrepe:keHicTh
Peectparris HP-2 3axulIeHUH KypHaI
«CrangaptHa HIA-2/HI-3* MHuoxrHHa ineHTH Qikairis 1
[nenTudikanis ra | Ge3nexa» aBTEHTH (piKa1list
aBTeHTH KAl | «JlinBuIcHa 3 OmuHouHa ineHTH (iKaIlis i
Oesreka» aBTCHTH (IKAITist
JlocToBipHUi KaHa HK-1 OnHoOHanpaBIeHUH JOCTOBIPHUI
KaHas
Po3smoair 0008’ s13kiB HO-2 Po3smoair 0008’ s13kiB
aIMIHICTpaTOPIB
LiTicHICTH KOMILIIEKCY 3aC00IB HII-2 K33 3 rapanToBaHOIO IUTICHICTIO
3aXUCTY




PiBeHp HamaHHs OCITYTH

HasBa nociyru
ITo3nayeHHs Hazsa

CamoTtecTyBaHHS HT-2 CamMoTecTyBaHHS IPU CTapTI

*HUN-2/HU-3 — piBeHb HAJaHHS MOCITYTH 3aJIe)KUTh Bifl 3HAYEHb mMapaMeTpiB KoHpiryparil cuctemu JIO3A-1.

Cucrema JIO3A-1 Moxe mpaioBaT Mif KEPyBaHHAM TaKUX ONEPALIAHUX CUCTEM:
— Microsoft Windows XP Professional (Service Pack 2 a6o Buire);

— Microsoft Windows Vista (Service Pack 2 a6o Buii);

— Microsoft Windows 7.

Cucremy JIO3A-1 HeoOXiTHO BCTAaHOBIIIOBATH Ha JUCK BB (haiiinoBoro cucremoro NTFS.

3a paxynok B3aemomii 3 Microsoft Office cucrema JIO3A-1 Mmoxe 3abe3neunTH
HaaiHWH 3axucT gokymentiB Microsoft Word ta Microsoft Excel. TlintpumyroTsest Taki Bepcii
Microsoft Office:

— Microsoft Office XP (SP-2 a6o Buirge);

— Microsoft Office 2003;

— Microsoft Office 2007 (SP-2 a6o Buire);

— Microsoft Office 2010.

Paszom 3 Microsoft Word ta Microsoft Excel mae 6yru BctaHOBJIeHa KOMIIOHEHTa Visual
Basic dns npunoxeHud.

[Tlin uwac poOOTH 3 TEKCTOBUMH JIOKYMEHTAMHU Ta CJICKTPOHHUMHU TaOIUIIMU
KOPHCTYBa4i CHCTEMH OTPHMYIOTH iHTepdeiic Ta MoxauBocTi mporpam Microsoft Word ta
Microsoft Excel BinmosinHo.

TexkcToB1 TOKyMEHTH Ta €JIEKTPOHHI TabJMWIll MOXYTh 30epiraTiCh Ha 3HIMHUX Ta Ha
CTaLllOHAPHUX HOCHIX (}KOPCTKUX INCKAX).



2 MNMopsapok pobotn cuctemm
2.1 NapameTpu KoHirypauii

[Topsimox pobotu cuctemu JIO3A-1 3anexkuTh Bin 3HAYCHBb MapaMeTpiB KOHQIypairii,
NOBHUH TepeniK Skux HaBeneHun y Jloaarky A. Jlnst 3MiHU 3HaueHb MapaMeTpiB KoHiryparil
BUKOPHUCTOBYETHCS TIporpama KepysaHHsi 3axucmom (ITYHKT MEHIO KoHeizypauis). Jlam B TEKCTi
JIOKyMEHTA TapaMeTpy KOHIryparlii BUAVICHI p i BHOM1pHUM mprdTOM.

Onpazy micnsg HCTalALll CUCTEMU THapaMeTpu KoHirypanii HaOyBalOTh 3HA4YEHb 3a
ymoB4aHHsAM. [lepen6aueHo 1Ba Habopu 3HaueHb 3a yMOBUaHH:M, a cuctema JIO3A-1 moxe,
BIIMOBINHO, TOCTAa4aTUCh y NBOX KoH(irypaniix: ,CtaHmaptHa Oe3meka” Ta ,llinBuimena
Oe3neka”. 3HAYCHHS 3a YMOBYAHHAM Uil 000X KoH(iryparidi HaBemeHi B Tabmuii A.l
Honatka A. Oxpim 3HaYeHb 32 YMOBUYaHHAM, KOHirypais ,,JlinBuineHa oe3neka” BiApBHAETHCSA
OOMEKEHHSIMH Ha MOXJIMB1 3HAYEHHS JEIKMX MapaMeTpiB. BimmoBimHI BiTOMOCTI TaKOX
HaBezeHi B Tabmumii A.1 Jlogatka A.

2.2 CTaHun cuctemu

Jlnst mpoBeieHHs pBBHUX BUAIB POOIT Y cucTeMi Iepe10ayeHo J1Ba CTaHU:
— pobounii cran;
— CTaH BIIHOBJIEHHS.

3BUUAiiHI KOPUCTYBa4i MAIOTh JOCTYN IO JaHWX JIUIIE B pobowyomy craHi lleW cran
NpU3HAUYCHUW JUTSI TIPOBEACHHS 3BHYAHOI pOOOTH CHCTEMH 1 B HBOMY CHCTEMa Mae
nepedyBaTy MepeBakHy YaCTHHY Yacy.

CraH ei0HoeneHHs TIpU3HAUEHUH JUIs TPOBEACHHS BITHOBICHHS ITPOTPaMHOTO
3a0e3MeYeHHs Ta KPUTUIHHUX JJIs1 pOOOTH CUCTEMH JIaHUX, TaKUX SIK, HATIPUKIAJ, CHCTEMHUI
peecTp Ta TeXHOJIOTIYHA HpopMaIlis.

CeaHcom pobomu HA3UBAEThCSI TPOMDKOK dYacy MDK TIOYaTKOM Ta HACTYyHUM
3aKIHYEHHSM POOOTH CHUCTEMH.

Ha movatky po60oTH cucTeMa aBTOMAaTHYHO ITEPEXOIUTh Y CTaH, SKMH BU3HAYAETHCS 3a
IpaBUJIaMH, BUKIaZeHUMH B 11. 2.3. [IpaBuiia 3aBepiieHHs poOOTH HaBeleH1 HUXK4Ye B 1. 2.4.

[lepexoau MK TIepeiueHUMH BHIIE CTAaHAMH 3IMCHIOE aaMiHIicTpaTop Oe3meku Ta/abo
CHUCTEMHUH aJMIHICTpaTOp 3a JOMOMOIOI0 Iporpamu Monimop 3axucmy. CucremMa MOe
3MIHUTH CTaH “B BJIACHOI HIIATUBU JHUIE B OJHOMY BHIAIKY — ITiCIIsi BUSBIICHHSI TOPYIIICHb
niticHocTi (1. 4.1).

ITin wac mnepeOyBaHHS cuUCTeMH B poOOYOMY CTaHI BHUKOHYEThCS AaBTOMAaTH4HA
nepeBipKa IUTICHOCTI TporpaMHoro cepefoBuia (1. 4). Y craHi BITHOBJICGHHS IEpeBIpKa
MPUTTUHSIETHCS.

[lin yac mepexomy 31 cTaHy BITHOBJIEHHS B POOOYMN CTaH MPOBOJUTHLCS IMEpeBipKa
IUTICHOCTI, 1 Iepexi 3AIMCHIOETHCS JTUIIE Y BUTAAKY TO3UTUBHOTO PE3YIbTATY MEPEBIPKH.

Buxin Ta BXin KopHCTyBauiB B omnepalliiiHy cuctemy (logon Ta logoff) He BIUIMBAIOTh HA
CTaH CHUCTEMHU.

2.3 NMNoyvaTok po6oTun

Cucrema JIO3A-1 moumHae poOOTy Min Yac 3aBaHTAXEHHS OMEPAIIAHOI CHCTEMH.
CraHn, y sSKOMYy MOYMHAETHCS poOOTa CUCTEMH, HA3UBAETHCS rnoyamkosum. BuOIp moyaTkoBoro
CTaHy 3aJIe)KUTh Bl TOTO, IKUM YHHOM OyJsia 3aBeplileHa podoTa B MONepeHbOMY CeaHci (IuB.
1. 2.4), i BinOyBa€eThcs 32 TAKUMH ITPABUIIAMH



a) SIkmo B momepeqHbOMYy ceaHci poOOTH BiIOYNOCh 3BHYaliHE 3aBEpILEHHS pOOOTH,
MIOYaTKOBUM € poOOYMii CTaH.

0) Sxmo B momepeAHbOMY ceaHcl poOOTH BiIOYy/IOCH aBapiiiHe 3aBepIleHHs poOoTH,
cUCTeMa IMOYMHAE pOOOTY B CTaH1 8iOHOBIEHHS.

2.4 3aBepLUeHHA poboTu
3aBepieHHS poOOTH CUCTEMHU MOXe OyTH 3BUYaHUM, aBapIAHUM a00 HEKOPEKTHUM.

BBaxkaeThes, MO BiNOYIOCHh 3guvaliHe 3aBEPIICHHS POOOTH, SKIIO OYJO 3AlCHEHE
3aBepIICHHS pOOOTH CTaHIapTHUMHU 3acobamu omnepaitiiiHoi cuctemu (OC).

VY Bumaaky BUSBJICHHS MOPYIIEHHS IUIICHOCTI MiI 4Yac IepeOyBaHHS CUCTEMH B
poOouoMy cTaHi, CHUCTeMa 3IIMCHIOE aeapiliHe 3aBEPIICHHS POOOTH (SKIIO 1€ BU3HAYEHO
napameTpoM KoH(iryparii peaxkiiia Ha nopymeHHsa uLisicHocTi —m. 4.1).

ITin yac aBapiiiHOTO 3aBepIIEHHS pOOOTH KOPUCTYBAY, SIKUI MPAIIO€ 32 KOMII I0TEPOM,
BIIPOJIOBXK 5 XB. OTPUMYE TOTIEPEPKEHHS PO HEOOXIMHICTh 3aKIHYUTH poOoTy. ITicist Toro sk
3a3Ha4eHU yac MuHEe (abo KOpHCTyBay NPUIIMHHUTH POOOTY), HIIIIOETHCS 3aBEPLICHHS
po0OTH omepariiHOl CHCTEMH.

Sxmo pobora Oyna 3aBepiieHa BHACTNOK 30010 a00 BUMKHEHHS KOMII'IOTEpa,
BBAXKAETHCS, IO CHCTEMA 3aBEPILIIIA POOOTY HEKOPEKMHO.

2.5 Onepauii

[Tin yac poOoTu cucTemMa aBTOMAaTH4YHO BUKOHYe meBHI nii. L{i xii Moxyrs OyTH
3yMOBJICHI KOMaHJaMH aJMIHICTpaTopa (HampuKIaa, aaMIHICTpATOp MOXE JaTH KOMaHIy
3MIHUTH CTaH CHCTEMH 3a JIOTIOMOTOIO MpoTrpaMu Mowimop 3axucmy) ab0 HIIMMU TPUYAHAMH
(HampHKIaI, Ha MOYaTKy POOOTH HEOOXITHO BUKOHATH IIEPEBIPKY IIUTICHOCTI).

J11st 3pydHOCTI TPyIH 3 JAEKUTHKOX JIOTIMHO OB’ SI3aHUX MDK COOOFO JTiii TIOETHYIOTECS B
onepauii (Iesiki omeparlii cKi1agaroTees 3 ofHiei ail). Hampukman, min dac poOoTH cucTteMu
MO>KyTh BUKOHYBATHCh TaKi OTeparrii:

— BUJAJICHHS TUMYACOBUX (ailiiB;

— TIepeBIpKa IUTICHOCTI (paiiiIiB Ta Marok;

— TepeBipka OE3MeKH CepeIOBUIIR;

— CcTBOpeHHs (ailiny 3BITY Mpo HeOe3MeuH1 MOIii TOIIIO.

2.6 O6po6ka nomMunokx

ITin yac poGoTH sApa CUCTEMU MOKIMBE BUHUKHEHHS PI3BHOMAHITHUX MTOMUJIOK, TaKUX
K BIICYTHICTh TapaMeTpa peecTpy, HEMOXKIIMBICTh TOCTYY 10 (Gaimy i T. iH. Y bOMY BUIIAJKy
BIINOBiAHA HQOpMaIlisl peecTpyeThCsl B KypHall NMPUKIAAHUX nporpaM Windows, 1 cuctema
NEBHUM YHHOM pearye Ha MOMHIIKY.

[Topsinok poGOTH cucTeMHU Micis BUSABJICHHS TOMUJIKH 3aJIEKHUTh Bl TOTO, KOJIH Oyna
BUSIBJIEHA TIOMUJIKA.

a) Sxmo mommiika Oyna BUSBIEHA IiI 4Yac BIIPAIIOBAHHS SAPOM CHUCTEMH 3aIlUTY,
SKMI HaJIIOB Bl IHIIOI MPOrpamMu, 15 porpamMa OTPUMYeE MOBITOMIIEHHS PO BUHUKHEHHS
BHYTPILHBOT TOMHJIKM CHCTEMH 3aXHCTY 1 Ma€ BiipearyBaTu Ha HHOTO BiMTOBITHIM YHHOM.

Hampukiaa, aymuT nocTyny A0 JIOKYMEHTIB 3/IMCHIOETBCS 3a 3allUTOM IpOrpamu
3axuweHi dokymermu. Y BHUIIAIKy BAHUKHEHHS IIOMIJIKU T Yac 3/IICHEHHS ayuTa IporpaMa
OTPUMYE HOBIIOMIIEHHSI MPO MOMHJIKY 1 BUBOAUTH HOTO Ha €KpaH, a JAOCTYN JO JOKYMEHTa
KOpUCTYBa4yeB1 HE HAA€THCSL.



0) Skmo BUsBIEHA MOMIJIKA YHEMOXIIMBUIIA aBTOMATUUHY MEPEBIPKY LUTICHOCTI il
yac nepeOyBaHHSI CHCTEMU B PoOOYOMY CTaHI, BBAXKAETHCS, 10 Oyia MOpyIeHa HUTICHICT, 1
MOJIJIbIIIA TOBE/AIHKA CHCTEMH BU3HAYA€THCS IPABUIIaMH, BUKIAZACHUMH B 1I. 4.1.

B) Slkuio momMuika Oyia BUsIBJE€HA Mi YaC BUKOHAHHS OJIHIET 3 BUBHAUEHHUX Y CUCTEMI
oreparii (1. 2.5), BAKOHAHHS ONepaLlil TPUIUHSIETHCS 1 B TOJOBHOMY BiKHI TporpamMu  MoHimop
3axucmy 3’SIBJSETHCS TIOBITOMJICHHSI TPO BHHUKHEHHS TOMHJIKH. SIKIO aaMiHICTpaTop y
NOTOYHHM MOMEHT HE Tpalioe B TPOrpaMor0 MoHimop 3axucmy, BiH OTpUMae IIe
HOBIIOMJIEHHS OJJpa3y IiCIs 3aIlyCKy POrpaMu.

VY BUManky, sSKUil ONMMCAHO B MYHKTI B), aaMIHICTpaTop 3a JAOINOMOTOI0 IPOTrpPaMu
Mowimop 3axucmy MOXe CIIpOOYBaTH BHIPABUTH IIOMHJIKY. MloMy Ha/laeThcsl OKIAAHMI OIUC
MTOMUJIKU 1 TPOTIOHYETHCS TIEPENTIK MOKIIMBUX BapIAHTIB MPOJOBXKEHHS pobotu. Lleit mepenik
3aJIeKUTh Bil oOmepalli, Mg Yac BHUKOHAHHS $KOI BHHHUKIA TOMHJIKA, 1 MOXE MICTUTH
HIDKYEHABE/CH] TYHKTH.

1) TloBTOpUTH.

Le#t myHKT 3aBXIM BKITIOYAETHCS JI0 TIEPEITIKY i 03HAYa€ MOBTOPHY CIIPOOY BUKOHAHHS
onepari. oro Tpe6a o6uparu, KO aAMIHICTPATOP YXKUB MEBHHUX 3aXO/B IS BUIIPABICHHS
MTOMHUJIKA 200 BBa)Ka€, 10 YNHHUKH, SIKi il BUKITUKAIH, Y)KE HE JIOTh.

Hampuknaa, SKmo moMuiIka BHHUKIA Yepe3 BIICYTHICTH JOCTYIy 10 (aiiry, Tpeda
BIMOBIIHUM YHHOM BITHOBUTH IpaBa JOCTYNY i MOBTOPUTH BUKOHAHHS OMEpallil.

2) BinmiHUTH.

Lleli TyHKT OPONOHYEThCS B TOMY BHIIAQJKy, KOJM BHUKOHAHHS OIepallii MOXHa
BiIMiIHUTH. Hampuxinan, BIIMIHMTH MOXXHA NPUUAHATTS 3MIH Yy CKIaal MPOrpaMHOTO
cepeoBuUIIA a00 BUJAJICHHS THMYACOBUX (ailliB.

VY nesxkux BUTNAIKaX, KOJU MYHKT BidmiHumu Ma€e OCOOTUBUHN 3MICT, HAa €KpaHi pa3oM B3
MOBIIOMJIEHHSIM IIPO MTOMHJIKY HABOJUTHCS BIIITOBINHE TTOSCHEHHSI.

3) IrnopyBaru.

Lleli myHKT 3’SBISETBCS B TOMY BHUIIAJKY, KOJM BHHHKHCHHS IMOMHJIKA MOXHA
irHopyBatu. Hanpuknan, y pas3i HEeMOXKIMBOCTI IPOYUTATH 3HAYCHHS MapameTpa KOHQIrypartii
MOYKHA BUKOPHCTATH 3HAUYEHHS 32 YMOBYAHHSIM.

SIKIO MYHKT /eHopysamu BKIIOUEHUH 10 EPENiKy, Ha €eKpaHi pa3oM i3 MOBIIOMIICHHIM
PO MOMUJIKY HAaBOJUTHCS BIIMOBIIHE TOSCHEHHS.

4) CraH BiTHOBIICHHS.

Lleii myHKT 3aBKIM BKIIOYAETHCS JI0 TIEPETIKY i O3HAYa€ IEpexil y CTaH BITHOBIICHHS.
Moro tpe6a BHOMpaTH B TOMY BHIAKy, KONM UIS BUIIPABICHHS MOMUIKA HEOOXIIHO
[IEPEBECTH CUCTEMY B CTAH BiIHOBJICHHSI.

2.7 NoBeaiHka cucremmn

3rinHo B NpaBUjIaMHy, BUKIAJCHUMH B MII. 2.2 — 2.4, y KO)KHUA MOMEHT 4acy cucrema
MOJK€ MTOYHHATH POOOTY, 3aBEpIIyBaTH POOOTY a00 3HAXOAUTHCH Y IEBHOMY CcTaHl BinmosigHa
XapaKTepUCTUKA HAa3UBAETHCS pexumom pobomu. Pexum poboTH cucteMu Moxe HaOyBaTu
TaKUX 3HaYEHb:

— T0YaTOK poOOTH;

— mnepeOyBaHHs B IEBHOMY CTaHi,

— 3MiHa CTaHy;

— YeKaHHs Mepesl BUXOJOM 31 CTaHy (Iepel BUXOJOM 31 CTaHy CHCTEMa 4YeKae, JOKU
KOpPUCTYBaY 3aKIHUUTH pOOOTY);



—  37ifiCHEHHS 3BHYATHOTO 3aBEpILICHHS pOOOTH;
— 37liiCHEHHS aBapiiiHOTo 3aBepUICHHS POOOTH.

MOXTUBICTh BUKOHAHHS KOPUCTYBAa4aMH TUX UM IHIMX Jii 3aJ€KUTh Bl OTOYHOTO
peXUMy pOOOTH CHCTEMH Ta CTaHy, y SKOMYy BOHa mepeOyBae. Hampuiianm, mparoBatd 3
JOKYMEHTAaMH MOXXHAa TUIBKM Mg Yac TmepeOdyBaHHS CHCTEMH B poOOYOMy CTaHi,
BCTAHOBJIIOBATH 3HAUCHHS MapamMeTpiB KOH(Iryparlii — TUIBKU ITi 9ac repeOyBaHHs CHCTEMH B
NIEBHOMY CTaHi Ta YeKaHHs Mepe]] BUXOJOM 31 CTaHy. Y BUIAIKy HEMOXXINBOCTI BUKOHAHHS il
KOPHCTYBa4d OTPUMYE TTOBITOMIICHHS ,,BUKOHAHHS il B TOTOYHUN MOMEHT HEMOXKJIUBE .
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3 KepyBaHHA oocTynom
3.1 KopucTtyBaui cuctemun
3.1.1 O6nikoei 3anucu cucmemu JIO3A-1

JIJisl KO’)KHOTO KOpHCTyBaua CHUCTEMH 3a JIOTIOMOTOIO TIPOTpaMU KepyeaHHs 3axucmom
CTBOPIOETHCS 00J1iKOBHH 3anuc. CyKyImHICTh OOJIIKOBUX 3aIIMCIB YTBOPIOE repesik kopucmyeadie
cucmemu. OOTIKOBUH 3aIHC MICTUTH TaKi BITOMOCTI:

— IM’S1 KOPHCTyBaya — JOBUTLHUM PSAIOK JOBXKHHOIO 710 20 CUMBOJIB, SIKHH HE MOXKE
mictuti cumBos "/ \[]:;|=,+* ? <> @, a TakoXK HE MOXKE CKIAIaTHCh TUIbKU 13 KPAIoOK Ta
MIPOITYCKIB;

— SID (security identifier) xopucryBaua, sikuii cmiBnagae 3 SID’oM BiAIMOBiTHOTO
kopuctyBaya OC (auB. HMxkue, . 3.1.2.1);

— TIOBHE IM’sl KOpUCTYBaya (IOBUIbHUM PAAOK CUMBOJIIB);

— ONUC KOpUCTYyBaya (JOBUIBHUHN PSIIOK CUMBOJIIB);

— mapameTrpu (BOHH MOXKYTh OyTH BKIIOUYEHI a00 BITKITIOYEH]):

— BHMAaraTe 3MiHy mapoJisi Ipy HACTYITHOMY BXOJIi IO CHCTEMHU;

—  BIIKIIOYMTH OOJIKOBUH 3aIIKC;

— 3a0oKyBaTH OOJIKOBH 3amuc (aaMIHICTPaToOp MOXeE JIUIIE pO30JIOKYBaTH
00TIKOBHH 3amuc, 6JI0Kye HOTo TUIBKM CHCTEMA);

— TapoJib (IOBUIBHUHN PSIOK JOBXKHUHOIO 10 127 cCUMBOIIB);

— pouikopuctyBaya (. 3.1.1.1);

— piBeHb J0mycKy KopuctyBaua (1. 3.1.1.2);

—  BIIOMOCTI PO KITFOUOBUH JUCK (KITHOUYOBI TUCKK ) KopucTyBaya (1. 3.1.3).

ITin yac cTBOpeHHST OOJIKOBOTO 3alKCy PEKOMEHIYETHCS BCTAHOBUTH BUMOTY 3MIHU
TapoJIs MPU HACTYITHOMY BXOJi 710 cuctemu. KoprctyBad moBuHEH Oye 3MIHUTH MapoJib MPU
MepIIi e peecTparlii B CHUCTEMI 1, TaKMM YHHOM, CBiil Iapoyib 3HATUME TUIBKA CaM
KOpPHCTYBay.

Sxmo o6nikoBUii 3amuc BiOKIOYEeHUN ab0 3a0IOKOBaHHWM, KOPUCTYyBau HE 3MOXKE
BBIATH 70 cucTeMu. 3a0iioOKyBaTH OONIKOBMM 3amuc MoXe Titbku cucrema (1. 3.1.4.2),
aJIMIHICTPATOP HE Ma€ TaKO1 MOXKJIUBOCTI.

BinnmoBigaicTs MbK 00miKoBUMH 3anrcaMu cucremu JIO3A-1 ta oOMIKOBUMHA 3aIlcaMu
Windows onucana ke, y . 3.1.2.1.

3.1.1.1 PoJii kopuctyBauiB

Jis 3a0e3nedeHHsT MOYIIMBOCTI PO3MOILTY 000B’SI3KIB y CHCTEMI BU3HAYEHI Taki pouti
KOPHCTYBayiB:

— 3suvaliHul Kopucmysady,

— AlmiHicmpamop 6e3neku,

— AdmiHicmpamop dokymeHmis;

—  CucmemHul admiHicmpamop.

OcTtaHH1 TP POJIi HA3UBATUMEMO adMiHicmpamueHUMU.
Pone 3suvaiiHuti kopucmyeay HE CYMIIIAETHCS 3 JKOJHOIO 3 aaMIHICTpPAaTUBHUX POJICH;
aJIMIHICTPATUBHI POJIi MO’KHA CyMIIIATU OYy/Ib-SIKUM YUHOM.

Jlani B TeKCTI TOKyMeHTa “aaMiHICTpaTop Oe3mekn’ mo3Havae ocody abo rpymy ocio, siki
BUKOHYIOTb POJIb AdmiHicmpamop 6esnexku. AHAIIOTIMHUM YMHOM 3/ICHIOETHCS TIOCHIJIAHHS Ha
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HIII IMIHICTpAaTUBHI poJii. TepMIHOM “aIMIHICTpaTOp’’ MO3HAYAETHCS 0c00a, SKi BCTaHOBJICHA
poJib AdmiHicmpamop 6e3rneku ab0 pob CucmemHul admiHicmpamop.

3.1.1.2 PiBeHb A0NYCKY KOpPUCTYBa4ya

PiBeHb mOMycKy OOMPAETHCS 31 CTAHJAPTHOTO MEPETTIKY:.
—  IIUIKOM TaEMHO;

— TaEMHO;

— Ui CITy>k00BOTO KOPUCTYBaHHS;

— BigkpuTa iHpOpMAIIis.

3HaueHHs B LbOMY IEPETIKy pO3TallloBaH1 3a CHaJaHHSM, IEplle BBaXKAETHCS
HaWBUIIMM, OCTAHHE — HAMHUKYUM.

3.1.1.3 I'pynu kopucTtyBayiB

Jlnst cHpoleHHsI KepyBaHHsS JOCTYIIOM Ta ayAuTOM BHUKOPHUCTOBYIOTHCS TIpyHnu
KOPUCTYBAYiB.

B cucremi BU3HA4alOTHCS JIBa THUIHM TPYI: 3BUYAifHI Ta BOymoBaHL 3BHUaiiHI Tpynu
MOXYTb OyTHM CTBOpEHI Ta BHJAJIEHl, A0 KOXHOI 3 HHUX MOXHa JA0JaTH Oy/b-sgKOro
KOpUCTYyBaya, 3 KO’KHOI 3 HUX MOKHA BUJAJINUTU OyIb-gKOro KopucryBada. BOynoBaHi rpynu
HE CTBOPIOIOTHCS 1 HE BUJAISAIOTHCS, MPUHAIEKHICTh KOPUCTYBAuiB /0 HUX BU3HAYAETHCA
HaBEJICHUMHU HHM)KY€E MPaBUIAMU.

KoxHa 3BMyaiina rpyna Mae Taki aTpuOyTu:

— M5 (TOBUTBHUM PSITIOK CHMBOJIIB);

— SID rpynu — yHIKaJIbHHH PSAIOK CHUMBOJIIB;

— omnuc (IOBUIbHUHN PSAIOK CHMBOJIIB);

—  Teperik 0OJIKOBHX 3alMCIB KOPUCTYBAUIB — YICHIB TPYIU; TYT 30€piracThCs Mepertik
SID’B kopucTyBayiB.

BOynoBanumu € Taki rpynu: Adminicmpamopu 6esneku, CucmemHi admiHicmpamopu,
AodmiHicmpamopu AokymeHmie, 3suyaliHi kopucmysadi, Bci, BnacHuk 6a3u Ta BracHuk doKkymeHma.

[lpuHanexHICTh KOPHUCTYBauiB J0 BOYIOBAaHUX TPyl BHU3HAYAETHCS HPUPOIHUM
YUHOM, a CaMe:

—  YJICHaMH rpynu AdmiHicmpamopu besneku, Cucmemni  admiHicmpamopu,
AdmiHicmpamopu Ookymenmig ab0 3euualiHi kopucmysauyi € BCl KOPUCTYBadi CHUCTEMH, SKUM
HaJlaHa BIAMOBITHA POJIb,

— WIeHaMH Ipynu Bci € BC1 KOPUCTYBaui CHCTEMH;

—  €MHUM WIEHOM I'PYIH BriacHuk 6a3u € KOPUCTYBay — BIACHUK 0a3H TOKyMEHTIB,;

— €IWHUM WICHOM IpYIIN BriacHuk 0okymeHma € KOPUCTYBad — BJIACHUK JOKYMCHTA.

3BUYaliHO, TPYNU BriacHuk 6asu Ta BracHuk OokymeHma MOXYTb BHUKOPHUCTOBYBAaTHCH
JUIIE 71 KepyBaHHsI JOCTYIIOM JI0 IOKyMEHTIB Ta 0a3 MOKyMeHTIB. [ pyna BnacHuk dokymeHma
JI03BOJISIE HaJaBaTH IIOBHOB@KEHHS KOPUCTYyBauy i Yac 3aCTOCYBaHHSA MEXaHBMY
ycrnaakyBaHus (aus. 1. 3.2.3.3).

['pynu kopucTyBadiB HE MalOTh aTPUOYTIB TOCTYIY.

3.1.2 O6nikosi 3anucu Windows

3.1.2.1 Ob.JikoBi 3anucu KOpUCTYBa4iB

Koxuwuit kopucryBau cucremu JIO3A-1 moBuHeHn matu 00ikoBHii 3amuc y Windows.
[Tix wac crBopeHHs oOmikoBoro 3amwmcy B cuctemi JIO3A-1 amminicTparop Oe3neku
MOke BHOpaTH oauMH 3 oOmikoBuX 3amuciB WINdOWS (uis skuX e He CTBOPEHi OOJIKOBi
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sanucu B cuctemi JIO3A-1) abo CTBOPUTH HOBHIA OONIKOBH 3amuc. SIKIIO aaMiHICTpaTop
CTBOPIOE HOBMI OOJIIKOBUM 3amuc, BIANOBIIHMI OOJNIKOBUM 3amuc Oyne CTBOpEHUH Yy
Windows. Ilicast BcTaHOBiEHHs BiAacTUBOCTEH oOmikoBoro 3ammcy cucremu JIO3A-1
BCTaHOBITIOIOTHCS BIAMOBINHI BIACTUBOCTI 00JTiKoBOTO 3amucy Windows.

Ha mouarky poOoTu Ta min 4yac BHXOAy 3i cTaHy BigHoOBIeHHs cuctema JIO3A-1
nepeBipse BITMOBIAHICTE CBOIX OOJIKOBHMX 3amuciB Ta oOmikoBux 3amuciB Windows i B pasi
BUSBJICHHS pO30DKHOCTEH 3MIHIOE BIAMOBIIHI BIacTHBOCTI 00iKoBUX 3amuciB Windows. Skimo
K BHUSABIIACTLCA, 10 00aikoBHMi 3amuc WindOws Buaanenuii, BiqmoBinHUil OOJIIKOBUI 3aIKC
BUJIAJIIETHCS 3 TIepelTiKy KopucTyBauiB cuctemu JIO3A-1.

3.1.2.2 O6.1ik0BIi 3aN1MCH JIOKAJBHUX IPYHl

Jns1 3pydHOCT1 KepyBaHHS TOBHOBAKCHH MU KOPUCTYBAUIB II0JI0 TOCTYIY /10 00 €KTIB
olepamiiHoi CUCTEMH BHKOPUCTOBYIOTHCS JokanbHI Tpynu Windows. KoxxHa rpyma, kpim
rpynii  LOZAUsers, BINNOBiHa€ TEBHIA poJii KOpHCTyBauiB. [lepemik rpym Ta posei, mo im
BINMOBiNAIOTh, HaBeaeHWi y Tabmuimi3.1l. Yci mi rpymu CTBOPIOIOTHCS IMiN 4Yac HCTAJSIIil
CHCTEMH.

Tabmums 3.1
Im’s1 rpynin Omnuc rpynu Ponb xopucryBaua

LOZASecAdmins AnMiHicTpaTopu O€3IeKH CUCTEMU Adminicmpamop 6e3nexu
JIO3A-1

LOZADocAdmins AJIMIHICTpAaTOPHU JOKYMEHTIB CUCTEMHU Adminicmpamop OokymeHmie
JIO3A-1

LOZAOrdinaryUsers 3Buuaiini kopucrysadi cucremu JIO3A-1 3suyaliHull Kopucmysay

LOZASysAdmins CucTeMHi aIMIHICTPAaTOPH CHCTEMU CucmemHut admiHicmpamop
JIO3A-1

LOZAUsers Vci kopucrysadi cucremu JIO3A-1

[Tin yac BCTaHOBJEHHS poOJIeH KOpUCTyBada 3a JONOMOIOI0 IpOrpamu KepysaHHs
3axucmom BIH aBTOMaTUYHO BKIIFOUAETHCS J0 BiNMOBIHUX rpyn. KopuctyBauil, IKUM HaJla€ThCs
ponb Adminicmpamop 6esneku abo CucmemHui admiHicmpamop, aBTOMATUYHO BKIIOYAIOTHCS
TaKOX J10 BOY10BaHO1 JIOKaJIbHOT rpyru AdmurHucmpamops! \WINdows.

Kpim Toro, yci KopucTyBaui CHUCTEMH aBTOMATUYHO BKIIOYAIOTHCS [0 TIPYIH
LOZAUsers.

3.1.2.3 KopuctyBau /UIfl 3allyCKY CHCTeMH

Slnpo cucremu — nporpama Cepeep 6e3neku — IPAIIOE Bi IMEHI TEBHOTO KOPUCTyBayva
Windows. BinnmoBigHuii OONIKOBHN 3aKMC CTBOPIOETHCS I Yac IHCTAIAIi cucTeMH. BiH
JIOMAETHCSI IO TPYMH LOZAUsers, BOYIOBaHOI JIOKAIBHOI rpyru AdmuHucmpamopsi \Windows, a
TakoXX 10 rpynu LOZASecServers. OcTaHHS Tpyla TaKOXK CTBOPIOETHCS T Yac iHCTaJAI
CUCTEMH, 111 HaIa€ThCsI TPaBO BXOAUTH JI0 CUCTEMHU SIK TTAaKEeTHE 3aBJaHHS (BXOJl B Ka4eCTBE
nmakeTHOTo 3ajanus, logon as a batch job).

KopucryBau, Big iMEHi SKOTO MpAIIOE SIPO CUCTEMH, HA3UBAETHCS cryxbosum. s
HBOTO HE MOKE OyTH CTBOpeHUI 00iKoBUH 3anuc y cuctemi JIO3A-1.
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3.1.3 Knroyoei ducku

Kimto4oBi TUCKM BUKOPHCTOBYIOTBCS JUIS JOAATKOBOi aBTEHTH(IKAIlii KOPUCTyBadiB
cuctemi (1. 3.1.5). Ha kro4oBOMy TUCKY 30€pira€ThCs MapoJib KOPUCTYBAYA.

SIK KITIOYOBI JMCKA MOXYTh BUKOPHUCTOBYBATHCH AuMckeTH, Momyii mam’siti USB Flash
ta CD/DVD-ucku.

Hns Ttoro mo0® AMCK CTaB KIOYOBUM, aJAMIHICTpaTop OE3MEeKH TOBUHEH HOro
minianByBatu. Ilin yac iHimianBani Ha AMCK 3alHCYEThCS MApOJib, SIKUK (TMicas MOABITHOTO
XeII-TIepEeTBOPEHHS) 3allaM’ATOBYEThCS B 0a31 OOTIKOBUX 3alKCiB. [HilialBOBaHUN HA OJTHOMY
KOMIT FOTEP1 KITFOUOBUN TUCK MOKHA TAKOX 3aram’sTaTd B 0a3i OOJIKOBHX 3alUCIB HA HIIOMY
KOMIT FOTEPi.

KoxxHmil kopucTyBau MOK€ MaTH J[Ba KIIOUOBI TUCKH — OCHOBHUW Ta PE3EpPBHUMN, SKi
HaJal0Th HOMY OJJTHAKOB1 MTOBHOBaXKCHHA. Ha KO’KHOMY TUCKY ITi/1 Yac HilliaIBallil 321 HCYEThCS
CBIi mapoub.

3.1.4 NMonimuka obnikosux 3anucie

[Tonruka o6mikoBux 3amuciB cuctemu JIO3A-1 cknamaeTses 3 IBOX TPYN MapaMeTpiB
KkoH(irypanil Ilepma 3 HUX YTBOPIOE MOJITUKY HApoOJiB, Jpyra — IOJITUKY OJOKyBaHHS
0O0JTIIKOBOTO 3aIUCY.

3.1.4.1 IMoairuka napoJtis

[Toniruka maposiB CKIaAa€ThCs 3 TAKUX MTapaMeTpiB KOH (irypartii:

— K1JbKiCTBH HENOBTOPKOBAHMUX I1apPOJIiB;

— MakcuMaJlbHUM TepMiH nii napons;

— M1HiIMaJbHMUM TepMiH »Oil Hapoius,

— MiHiMaJbHa OOBXMHA [APOJIS;

— TIapoJii IOBMHH1I 3aloOBOJIBHATU BMMOT'aM WOIJO CKJAOHOCTI.

[lepumii mapamerp oOMEXye MOMIJIMBICTH KOPHCTYBAayiB BHUKOPUCTOBYBATHU CTapi
MapoJii Min 4ac 3MIHU TapoJis, APYTMH BU3HAYAE TEPMIH, ITICJISA 3aKIHYCHHS SKOTO CHCTEMa
OpPUMYLIye KOpPHUCTyBada 3MIHUTH Mapoib. llapamerp mMiHimManbHM Tepmin mil
rnapoJig He J03BOJIIE KOPUCTYBauy 3MIHUTH TapoJib, SKIIO BiH BXKe OyB IOWHO 3MIHEHUH 1
TaKUM YHWHOM, TICIsI JCKUTBKOX 3MIiH TOBEPHYTHCH [0 craporo maposs. Ilapamerp
MiHiMasibHaA [OOBXMHA [1aPOJis HE J03BOJIIE BUKOPHUCTOBYBATH 3aHAATO KOPOTKI
MapoJii, a OCTAaHHIM MapaMeTp 3MyIIye BUKOPUCTOBYBATU JOCHTH CKiIaaH1 mapoii CKIaaHICTh
MapoJs 03HaYa€ BUKOHAHHS TAKUX BUMOT '

— TIapoJIb HE MIOBUHEH MICTUTHU B co01 IM’s1 200 TTOBHE Ml KOPUCTYBayYa;

— Iapojb Ma€ MICTUTH CUMBOJIM X04a O 3 TphOX HAOOPIB 3 HABEAEHUX YOTHPHOX:

— MPOMHUCHI JITEPH JJATUHCHKOTO, POCICHKOTO Ta YKpaiHCHKOTO aj(aBiTiB;
CTPOKOBI JIITEPH JIATUHCHKOTO, POCICHKOTO Ta YKPAiHCHKOTO aI(aBiTiB;
nudpu;

CHeliaIbH1 CUMBOJIHA;

~ 1@ #$%N&* () _-+=\{}[1:;77<>,.?

3.1.4.2 ToaiTuka 6;I0KyBaHHs 00J1iKOBOT0 3amucCy

[Monirrka ckIagaeThes B JBOX MapaMeTpiB KOHIrypartii:
— iH’I‘epBaJ'I OJId IIOHOBJIEHHA Bj_,JIJ'[iKy HeBIOaJinux CHp06 BXOonOoy
OO0 CucTeMu,
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— MaKClMaJIbHa KinpkicTh HeBIOaJinMXx Cl'lp06 BXOOy oo
CUCTEeMN.

Jpyruii mapaMeTp ykasye KUIBKICTh HEBIAJIMX CHPOO BXOIY /10 CUCTEMHM, IICNs SKMX
00J1IKOBUH 3anmuc OJ0KyeThCsl. SIk HeBaail cipoOUu BXOAY 3apaxOBYIOThCS BCl CIIPOOM BXO.Y,
cpodu po30JOKyBaHHS KOMII'IOTEpa Ta CIpoOM 3MIHM MapoJjs, Il 4ac SIKHX KOPHCTyBay
yKa3ye HEBIPHUU MapoJIb.

[lepumii mapameTp BHU3HAUYa€ IHTEpBAJ, MICHA 3aKHUEHHS SKOTO BILIK HEBIAIUX
crpo0 BXO.Ty TOHOBITFOETHCS.

3.1.5 Bxid do cucmemu

[Topsimok BXOy KOpPHUCTYBadiB JO CHCTEMH BH3HAUYAETHCS TAKUMH IapaMeTpamMu
KOH (piryparrit:
— BipmobGpaxaTu iM'sa HomnepeldHbBOTO KOPMCTyBada,
— IepeBlpaTM KJIKNYOBMM IOMCK Nixg yac Bxomy o Windows;
— TIepeBipaTu KIJIOUYOBUM IOMCK Him yvac poboru y Windows
— IOBBOJIATHM WBUIKE IIEePEeKJIOYEeHHS KOPMCTyBadiB.

JonatkoBi oOMexxeHHSI Ha poOOTy KOPHCTYBadiB CHCTEMH MOXHA BCTAaHOBUTH 3a
JIOIIOMOIOK0 MapaMeTrpa MNePpeBlpATM KJIOUYOBMM IOUCK OIix dYac poboTtm y
Windows.

VYciHaBeneH1 mapaMeTpyu MOXKYTh IpUIMaTH 3HaYeHHsT Tak Ta Hi.

[Ticns BcranosnenHst cucremu JIO3A-1 Ha poGorty kopucryBauis y Windows
HaKJIaJar0ThCS JIesKl (He3HauH1) 0OMEKEHHS:

— yBiliTH 10 WINdOWS 3MOXYTh TUIbKM KOPUCTYBadi, SIKi MAIOTh OOJIKOBHIA 3amuc y
cuctemi JIO3A-1;

— y Windows XP 3amicTh cTaHmapTHHX mianorie Bxomy ao Windows, Buxoay 3
Windows (BUKTHKAEThCS HaTHCKaHHIM KoMmOiHanil kiasiin Ctri+Alt+Del micns yemimmoro Bxomy
J0 CHCTEMH), PpO30JIOKyBaHHS KOMIT'FOTepa Ta 3MIHHA MapoJii BUKOPHCTOBYBATUMYThCSI
BinnosinHi1 mianoru cucremu JIO3A-1;

— Mg Yyac BXOAY 1O CHCTEMHM KOpHUCTyBaul OyayThb 3MYyIlIEeHI BUKOPHUCTOBYBATH
koMOiHawiro xknasim Ctr+Alt+Del;

— y Windows XP Oyze BimkiIoueHa MOKIMBICT 3aITyCKy IIPOrpaM Bil IMEHI HIIIOTO
KOPHCTYBaya;

— Oynmyrh BimkarodeHi ekpan mpuBiranus Windows XP Ta MOMIJIHBICT IIBHIKOTO
nepexroueHHs Mok kopuctyBadamu Windows XP.

3HaueHHs Tak mapaMeTpa KoHQIrypali nmepeBipsaTu KJIIOUYOBUM OMUCK 111
yac BxoIy HO Windows oO3Hauae, 10 YBIATH /10 CUCTEMH Ta pO30JIOKYBAaTH KOMII IOTEp
MOXYTb TUIBKM Ti KOPUCTYBaui, siIKi MaloThb oOmikoBuUH 3amuc y cucremi JIO3A-1 Ta, 3a
HEOOXIIHOCTI, KITFIOUOBHUH IHUCK.

Skmo mapamerp mnepeBipAaATM KIOUYOBMM OMCK Oin uac pobortu y
Windows Mae 3Ha4YeHHs Tak, Y BUIAJIKy BHUJAAJCHHS KIOYOBOTO IMCKa TII Yac poOOTH
KOMIT FOTE€p aBTOMATHYHO OJIOKYEThCS. 3HAUEHHSI TTapaMeTpa MoKe OyTH BCTAHOBJICHE TUTBKH
y TOMY BHUNAJIKy, KOJIH Ui MapaMeTpa NMepeBipATM KJIUOBMM OUCK NOimg dyac
BxoOoy Io Windows 3amaHo 3HauCHHS Tax.

[lapamerp BinmoGpaxaTy iM's [DonepemIHLOT'O KOPMCTyBauda BIUJIMBAE
Ha ekpaH Bxoay a0 cucremu. Jlnms Windows XP BiH Bu3Hauae, 4u BiTOOpakaeThCs M’
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HOIEPEHBOTO KOPHCTYBaya B aiano3i Bxoay g0 cuctemu JIO3A-1. Jlns Windows Vista/7 neit
rapamMeTp BH3HAYa€, YU BIIOOPAKAETHCS HA €KPaHi MEPETiK KOPUCTYBAdiB CHCTEMU.

[TapameTtp KOH (irypartii IO3BOJIATH WBUIKE NNepeKJIoUEeHHS
KOPMUCTYBAauilB BHHAYAE JOCTYITHICTh MOXKJIHBOCTI MEPEKITIOUECHHS KOPUCTYBAdiB (TOOTO
BXOJTy 10 CUCTEMH HOBOTO KOpPHCTyBaua 0e3 BUXOMy momnepeHboro). Lleit mapameTp i€ TUTbKU
B OC Windows Vista/7, y Windows XP 1151 MOKIHBICTh BITKITIOYAE€THCS OApa3y IMiCIIs IHCTASII
cucremu JIO3A-1 i He Moke OyTH 3ajisHA.

Bin 3HaueHHs mapameTpa nmepeBipaTM KIIOUYOBMM OUCK i yac BXOOY
no Windows 3aJIeKHTh PIBEHb HAJaHHS CHCTEMOIO MOCIyru Oesmeku «lmeHTudikamis Ta
aBTeHTHGIKaLs». SIKIO A mapaMeTpa BCTAaHOBJICHE 3HAYCHHS Tak, MOCIyra HaJaeThCs Ha
pBHI HU-3 (MHOXMHHA ineHTUIKAIA Ta aBTEHTU(IKAI[IST), SKIIO BCTAHOBJICHE 3HAYEHHS Hi,
nociyra HagaeTbes Ha piBHI HU-2 (onmHO4YHa ineHTUdIKaIlis Ta aBTeHTH (IKALLis).

V xondirypanii «IlinBumena Oe3neka» 3a3HauYE€HUN TapamMeTp 3aBXKIUM Ma€ 3HAYCHHS
Tak, iOTO 3HAUYCHHS HE MOXKe OYTH 3MIHEHE.

3.2 O6’ekTH 3axmcTty

Cucrema JIO3A-1 n03Bosse 3aXUCTUTH HPOPMAILiFO, KA MICTUTBCS B TAKUX 00’ €KTaX:
— 0a3u TOKyMEHTIB.
— JIOKyMEHTH;
—  3axdIlEHI HalKu,
— 3HIMHI JUCKH,
—  3aXHINCHI MPOIIECH,
— TEeXHOJIOTTYHA HpopMaIlis:
— 0a3a 00JIKOBHUX 3aIIUCIB;
—  CITMCOK KOPUCTYBAUiB (MEepesIiKk KOPUCTYBAviB B iXHIMU aTpuOyTaMu JOCTYITY
Ta TAHUMH, HEOOXITHUMH JUIs1 aBTeHTH (piKallii);
—  CIIMCOK TPyl KOPUCTYBAYiB;
— JaH1Tpo 00’€KTH 3aXUCTY:
— CIHCOK 3aXUIIECHUX MaIok;
— cmucok 3apeectpoBanux nuckiB USB Flash;
— CIHCOK 3aXUIICHUX MPOIIECIB;
— JaHinpo 6a3u JOKyMEHTIB Ta JOKyMEHTH;
— KypHaJI peecTpairtii;
— TapamMeTpu KoHQIrypallii CHCTEMHU;
— OmepaTHBHI JaHi mpo poOoTy cuctemu (maHi MpO MOTOYHHI CTaH CHCTEMH,
pe3yNbTaTH MepeBIPOK IUTICHOCTI, BITOMOCTI PO OMepallii, SIKi Hapa3i BUKOHYIOThCSI Y CUCTEMI
TOIIO).

3.2.1 OcHoeHi ampubymu docmyny o6’ekmie 3axucmy
3.2.1.1 PiBeHb goctymy

YactrHa 00’€KTIB 3aXUCTy Ma€ piBeHb AocTymy. Jlisi BCIX 00’€KTiB piBEHb JOCTYIY
MO>K€ MMPUITMATH Ti caMi 3HAYCHHS, 10 i PIBEHB IOMYCKY KOPUCTYBAYIB:

— IIUIKOM Ta€MHO;

— TAaEMHO;

— 7178 ciy’)k00BOT0 KOPUCTYBAHHS;

— BigKpuTa HpopMAIIis.
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3.2.1.2 Cnucku 10CTyNmy Ta CIUCKH ayIUTa

Kosxxuuit 00’ €KT 3aXMCTy Ma€ CIUCOK JIOCTYITy Ta CIIUCOK ay/InuTa.

CrucoK JOCTyIy — 1€ epesik 0OIIKOBUX 3aUCIB KOPUCTYBAYIB UM IPYN KOPUCTYBAUIB,
B SIKOMY JUI1 KO’)KHOTO OOJIIKOBOTO 3alKCy MepesieHi BCl MOXKJIIMBI BUIHU JIOCTYITY 10 00’€KTa 1
JUIE KO)KHOTO BHJAY JOCTYIy BKa3aHO, JO3BOJIGHMH Wed OOCTYyNl OOJIIKOBOMY 3allUCy YU
3a00pOHEHHH.

CruCcoK JOCTYITY MOYKHA YABIISITH OO SIK IEPETIK eJIEMEHTIB TAKOTO BUTIISLY:

<KopucTyBay abo rpyna> — <BUJ AOCTYIIy> — <103B11/3a00poHa>.

Crnucok aynura — 11e mepeiik 0OJIIKOBUX 3alMCIB KOPHCTYBAYiB UM TPyl KOPUCTYBAdiB,
B SIKOMY JUIsl KOXKHOTO OOJIIKOBOTO 3alMCy IepeiiMeHi Bcl MOXKIIMBI BUIU JIOCTYIY A0 00’ekTa 1
JUIs KOSKHOTO BUY IOCTYIy BKa3aHO, YU MOTPIOHO pEECTPYBATU B JKypHaIl peecTpallil yCIilH1
Ta HEYCHIIHI CIPOOH 31IHCHUTH 1€l BUJ TOCTYITY.

Crnucok aynuTa MOKHa ySBJISITH cO01 SIK IEPEJTiK eIEMEHTIB TaKOTO BUTIISY:

<kopucTyBay abo rpyna> — <BHUJ AOCTYIY> — <BUJH ayIuTa>.

[Tone Budu ayduma mMoske IpuiiMaTH 3HAYCHHS Aydum ycrixig, Aydum gidmog ab0 MICTUTH
0o0uIBa 111 3SHAYEHHS.

3.2.2 ba3u dokymeHmie

VY cuctemi 00poOISIOTECS TOKYMEHTH JIBOX BHIIB: TEKCTOBI JJOKYMEHTH Ta €JIEKTPOHHI
tabnaui. JlokymMeHTH 30epiratoTbesi B 0a3ax JAOKyMeHTIB. B oaHiii 6a3i MOXyTh 30epiraTHCh
JOKyMEHTH 000X BUJIB. YcepeanHi 6a3u JOKyMEHTH MOKYTh OyTH PO3IOAUIEHI 10 ManKax.

J1s K0>kHO1 6231 BCTAHOBJIIOETHCS IPUHITUI KEPYBAHHS JOCTYIIOM — aJMIHICTPaTUBHE
abo JToBIpUe KepyBaHHs (J1ali 337151 CTUCIOCTI BUKOPUCTOBYIOTHCS TEPMIHU “aJIMIHICTPaTHBHI
0azu” Ta “moBipui 6azu’).

3.2.2.1 ATpudyTH 6a3u

Koxna 6a3a nokymeHTiB Mae arpulyru, nepenideri B Tabnumi 3.3. Bei arpubyrh, KpiM
OCTaHHIX TPbOX, € aTpubyramu goctymy. [louaTkoBi 3HaUeHHs aTpUOYTIB BCTAHOBIIIOIOTHCS M1
4ac il CTBOPEHHS.

Tabmuns 3.3 — ATpubyru 6a3u JOKYMEHTIB

Hazpa [Tosicnennst [ToyaTkoBe 3HAYEHHS
Hazga JloBUIBHUH PSAZIOK (AOBXKHUHA Bkazye xopucryBay, KAt
Ha3BU HE OOMEXKYETHCS) CTBOPIOE a3y
[TpuHIIMD Moxe npuiiMaTu Ba 3HaYeHHS: | 3HAYEHHS BCTaHOBJIIOETHCS
KepyBaHHS AdmiHicmpamueHe KepygaHHs Ta ABTOMATHYHO 1 HE MOXe OyTH
JOCTYIIOM Losipye kepysatHsi sminene (1. 3.2.2.5)
Bnacuux 36epiraetbes SID BnacHuka 6azu | KopucryBau, sikuii cTBoproe 6azy
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Hazsa

TlosicuenHs

TlouaTkoBe 3HAUEHHA

MaxkcuManbHUH
pIBEHB IOCTYIY
JOKyMEHTIB

3Ha4YeHHS 00UPAETHCS 3 TAKOTO
HepeiKy:

— IitkoM TaEMHO;

— Taemno;

— Jns cayx60BOTO
KOPHCTYBaHHS,

— Binkpura Hpopmarris
3HaYeHHS 0OMEKYETHCS
MOJIITUKOIO JIOKYMEHTIB

Bkazye xopucTyBau, skuit
CTBOPIOE 0a3zy

(m. 3.2.2.6)
MiHIMaIbHUHN PIBEHD —* —
JOCTYNy JTOKYMEHTIB
Cnircok pocrymy m. 3.2.1.2 KopucryBauy BracHuk
BCTAHOBIJIIOETHCA [TogHul docmyn
(m. 3.2.2.4)
Cnucok ayauta m. 3.2.1.2 Jlnst rpyniu Bei BCTaHOBITIOETHCS

Aynut nofii 1y [oBipunx 6a3
MOKe OyTH 3a00pOHEHH I
MOJITUKOIO JIOKYMEHTIB (IUB.
m. 3.2.2.6).

ay/IUT BIIMOB IS BCIX BUIB
JOCTYITY Ta ayJUT YCITIXIB JIJIst
TakuX BUIIB foctymny (1. 3.2.2.4):

— CTBOPCHHS JIOKYMEHTIB;

— 3ammuc;

— KepyBaHHS JOCTYIIOM

Cnucok goctyny
VIS JOKYMEHTIB

m. 3.2.1.2
BusHagae crimcok 10CTyIy, sIKMil
YCITaIKOBYFOTKCS TI11] Yac

CTBOPEHHS IOKyMEHTIB y 0a3i
(muB. 1. 3.2.3.3).

Jnst noBipunx 6a3 KOpUCTyBavdy
BrnacHux BCTaHOBITIOETRCS [logHut
docmyn. J1ns1 amMIHICTpaTUBHUX
0a3 KopHuCTyBauy BracHuk
BCTaHOBJIIOIOTHCS JI03BOJIM Ha TaKi
BUJIU JIOCTYILY: KOpu2ysaHHsl, OpyK
ma excriopm (11. 3.2.3.2)

Cnucok aynura Jyis

m 3.2.1.2

Jnst rpyniu Bei BCTAaHOBIIFOETHCA

JOKyMEHTIB Busnavae cniucok aynura, sikui ayIuT BIAMOB JUIS BCIX BUIB
YCITaIKOBYFOTKCS TI1I] 4ac JIOCTYITY Ta ayaUT YCIIXIB JJIs
CTBOPEHHS IOKYMEHTIB y 0a3i TakuX BUIIB noctymy (1. 3.2.3.2):
(muB. 1. 3.2.3.3). — JIPYK Ta €KCIIOPT;
AynmuT mofii [uist AoBipunx 6a3 — 3aIlKC BJIACHUKA;
MOKe OyTH 3a00pOHEHH I — 3aIHUC PIBHSA AOCTYITY;
MOJITUKOIO JIOKYMEHTIB (IUB. — 3aIHUC CIHCKY IOCTYIY;
n. 3.2.2.6). — 3aIUC CIIUCKY ayJuTa
[epenik nogatkoBux | JlogatkoBiaTtpuOyru, sxi MatloTh | [TopoxHi mepesnik
aTpuOyTiB JOKyMEHTHU 0a3u, Ta MoB’si3aHi B

IUMU aTpUOYyTaMH BiTOMOCTI

(m. 3.2.3.1).

[Ticnst ctBOpeHHs 6a3u 3HaYEHHS
aTpu0yTa He MOXKe OYTH 3MIHCHE
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3.2.2.2 10BiTHMK THIIIB JOKYMEHTIB

KoxHa 06a3a JOKyMEHTIB Ma€ CBiil JOBITHMK THIIB JOKyMEHTIB — MEpENiK MOXINBUX
THUIIB JOKyMEHTIB (TOOTO MOKJIMBHX 3HA4€Hb aTpUOyTa Tun A JOKyMeHTiB 06a3u (1. 3.2.3.1)).
Lle#t MOBITHUK MOXE€ MICTUTH, HAPUKIAA, €IeMeHTH Jlucm, Hakas, Honoeids 1T. H. Ilin gac
CTBOpPEHHSI 0a3u JOBITHHK CTBOPIOETHCS MOPOXKHIM. 3rof0OM KOPUCTYBau 13 BiMIOBITHUMHU
IIOBHOBAXEHHSMH MOXE HOTO KOPHTYBAaTW — JOJABATH, BHAAIATH Ta 3MIHIOBATH 3allUCH B

TOBITHUKY.

3.2.2.3 Biacuuk 0a3u

BrnacuukoMm 6a3u crae KOpUCTyBay, SIKHil CTBOPIOE 0asy.

BrnacuukoM noBipuoi 6azu Moke OyTH JuIle 3BUYAHUN KOPUCTYBad, BJIACHUKOM
aIMIHICTpaTUBHOI 0a31 — JIHILE aAMIHICTpaToOp TOKyMeHTIB (1. 3.2.2.5).

3.2.2.4 Buau nocrymy 10 6a3

Po3pBHs0TH 6a30Bi Ta CKIafeHi BUAM AOCTyMy. Y Tabnuili 3.4 HaBe[eHI BU3HAYEHI B
cucreMi 6a30Bi BUIU JOCTYITY 110 0a3 TOKYMEHTIB Ta HEOOXTH1 TOSICHEHHSL.

Tabmus 3.4 — bazoBi Buau 1octymny 10 6a3 JOKYMEHTIB

Bup nocrymy

TlosicHeHHA

YurtanHs atpuOyTiB

UYurtanus atpubyTiB 6azu

YuraHHS JOBIIHUKIB

YuTaHus JOBIIHUKIB 0a3u

UuTaHHS CIHCKY TOKYMEHTIB

YuTaHHS Marok, COMCKy JOKYMEHTIB B KOXKHIH
Tl BCIX CTaHIapTHUX Ta JIOJIATKOBUX
aTpuOyTIB JOKYMEHTIB, & TAKOXK PIBHS JJOCTYITY
KOKHOTO JIOKyMEHTa

CTBOpEHHS MAIoK

Bunainenns namnok

IlepeiiMeHyBaHHs ITaoOK

CTBOpEHHSI TOKYMEHTIB

KopuryBanHs 10BiTHHKA THIIIB JJOKYMEHTIB

BunanenHs/kopuryBanHs/10/1aBaHHs 3aITUCIB
B JIOBITHUKY THIIB IOKYMEHTIB

3anuc aTrpuOyTiB

3anuc arpuOyTiB 6a3u, KpiM aTpuOyTIB
BnacHuk, Cniucok docmyry Ta Crniucok ayduma

3amuc BiIacHHUKa

3anuc CnucKy JoCTyny

3anuc CucKy ayauTa

IlepelimenyBaHHs

Bunanenns

Jlis 3pydHOCTI KepyBaHHS JOCTYIIOM BU3HAUYalOThCA HaBeleH1 B Tabnuui 3.5 ckiaaeHi
BUJH JOCTYITY, KOXXHHH 3 SIKUX € OEIHAHHAM JIEKUTBKOX 0a30BUX BU/IB JJOCTYITY.
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Tabmuus 3.5 — CxnageHi BUau J0CTyny a0 0a3 JOKyMEHTIB

Bun noctymy

Cxi1azmoBi

YuradHs

UurtaHHs aTpuOyTiB;
YuTaHHs JOBITHHKIB;
UnTaHHS CIIHCKY TOKyMEHTIB

3amuc

CTBOpEHHSI MaIoK;

Bupanenns mamnok;

[lepelimenyBaHHsI NAIOK;

KopuryBaHnHs 10BITHHKA THITIB IOKYMECHTIB;
3amnuc aTpuOyTiB;

[lepeiimenyBaHHS;

Bunpanenus

Kopurysanns

UYurtaHHs aTpuOyTiB;

UuTaHHS JOBITHHKIB;

UuTaHHS CIIHCKY TOKYMEHTIB ;

CTBOpEHHS NaNoK;

Bunamenus mamnok;

[IepelimenyBaHHS NANOK;

KopuryBanHs 10BiTHHUKA TUITIB JOKYMEHTIB;
3anuc aTpuOyTiB;

IlepeiimenyBaHHS;

Bunanenns

Kopurysanus nmamox

CTBOpEHHSI MaIok;
Bupanenus mamox;
IlepeliMeHyBaHHs ITAIOK

CTBOpEHHSI JOKyMEHTIB

CTBOpEHHSI JOKyMEHTIB

KepyBanns nocrynom

UYurtanHs aTpulyTiB;
YuTaHHs JOBITHHKIB;
YuTaHHS CIIUCKY JOKyMEHTIB;
3amnuc BIaCHUKA;

3amnuc piBHS IOCTYIY;

3anuc CrucKy JOCTYILY;
3anuc CIUCKy ayJauTa
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Bun nocrymy Criagosi

[ToBHuMi1 nocTymn — YuranHs aTpuOyTiB;

— UYnraHHS DOBITHUKIB;

— YuTaHHS CIUCKY JOKyMEHTIB;
— CTBOpEHHS ManokK;

— Bunanenns mamok;

— IlepeliMenyBaHHS NaNoK;

— CTBOpEHHS JOKYMEHTIB;

— KopuryBanHs 10oBiTHUKA THIIB JOKYMEHTIB;
— 3amnuc aTpuOyTiB;

— IlepeiimenyBaHHS;

— Bunanenns;

— 3anuc BIaCHUKA;

— 3anuc piBHA AOCTYIY;

— 3anuc CIUCKy I0CTYIY;

— 3anuc CnucKy ayaura

3.2.2.5 CrBopeHnHs 6a3

basa noxymeHTiB MOke OyTH CTBOpEHa aaMIHICTPaTOPOM JOKYMEHTIB a00 3BHYAHUM
KOPHCTYBAa4YeM.

[TpuHuMI KepyBaHHS JOCTYIIOM Jiist 623U TOKyMEHTIB aBTOMATUYHO BCTAHOBJIIOETHCS
i1 9ac ii CTBOpEeHHS 1 He Moke OyTH 3MIHEHU. BiH BU3HAYAETHCS 32 TAKUM MTPABUIIOM.

Sxmo KopucTyBaueBi, SKUii CTBOPIOE 0a3y, BCTAHOBJIIEHA POJIb 3euyaliHul kopucmysay,
JUIS1 HEl BCTAaHOBITIOETHCS JOBIpUE KEPyBaHHS JOCTYIIOM.
Sxmo 06a3y CTBOpPIOE KOPUCTYBAaY 13 POJUIIO AdmiHicmpamop OokymeHmig, ISl Hel
| BCTAaHOBJIIOETBCS AIMIHICTPATHBHE KEPYBAHHS JOCTYIIOM. :

3.2.2.6 MoJaiTuka 10KyMeHTIB

PobGota 3 HOKyMEHTaMH pETJIAMEHTYETBCS JEKUTbKOMa IapaMeTpamMH KoHQIrypari
CHCTEMH, sIKi YTBOPIOIOTH ronimuky 0okymeHmie. Lli mapameTpu 1 HEOOXiH1 MOSCHEHHS HaBeAEH1
B Tabmwmii 3.6.
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Tabnuus 3.6 — [lonirnka JOKyMEHTIB

Hasga

TlosgscHenus

OOMexxeHHs IS
aJMiHICTpaTopa
JIOKyMEHTIB

SIKwo e mapaMeTp Ma€ 3HaYEHHs Tak, KOPUCTYBavdy 3 POJUIIO
AdmiHicmpamop dokymeHmig T yac poOOTH 3 aAMIHICTPAaTUBHUMHU
0a3aMu HE HAJIAIOTHCS TO3BOJIM HA TaKi BUIU JOCTYITY:

JIOCTyn A0 6a3 JOKyMEHTIB:
— CTBOPEHHS JOKYMEHTIB;

JOCTYI A0 JOKYMEHTIB:

— 3aIKC BMICTY IOKYMEHTA,;

— 3aIKC CTaHJAPTHUX Ta JIOJAATKOBUX aTPHOYTIB;
— BHUJAJEHHS,

— JApYyK;

— eKCIOpT

MakcuManbHu I
piBEHB J10CTYIY
JIOKYMCHTIB

3HaYeHHS 00UPAETHCS 3 TAKOTO TTEPEIKY:
— Iliytkom TaeMHO;
— Taemno;
Jist ciy>k60BOTO KOPUCTYBAHHS,
Binkpura iHdopmarris.

3HaueHHs [IBOTO ITapamMeTpa oOMexye BUOIp 3HAUYCHHS aTprOyTa
0a3u MakcumanbHull pieeHb Aocmyry OOKyMeHmie.

J103BOJISITH CTBOPEHH S
JOBipunx 6a3

Moxe npuiiMaTi 3Ha4eHHsI Tak Ta Hi.
BcranoBienHs 3HaueHHS Hi 3a00pOHSI€ CTBOPEHHSI JOBIpUUX 6a3

MakcuManbHUH
pIBEHb OCTYIY AJIs
JOBipunx 6a3

3HadyeHHs 11l KoH irypartii ,,CTanapTHa Oe3neka’” 00upaeThes 3
TaKOTO TEPETIKY:
— Ilitkom TaeMHO;
— Taemno;
J1yist ciTy’KOOBOTO KOPUCTYBAHHS;
Binkputa Hpopmarris.

st korgiryparrii , I linBuiena 6e3neka’ el mapamMerp Mae 3HaYCHHS
Bidkpuma iHghopmauisi, SIKe HE MOKe OyTH 3MIHCHE.

3HaueHHs [IBOTO ITapamMeTpa oOMexye BUOIp 3HAYCHHS aTpuOyTa
0a3u MakcumarnbHuii pieeHb docmyry dokymeHmie JJIsl BCIX TOBIpUMX 0a3

PeectpyBatu monii iyist

Bkazye, un 371iliCHIOETECS peecTparlisg oAl AJ1s1 JOBIpUnX 0a3

JOBipunx 6a3
[TpumycoBe SIKIo 1ie# mapamMeTp Mae 3HaueHHS Tak, I Yac APYKy JOKyMEHTIB i3
MapKyBaHHS PIBHEM JIOCTYITY, SIKUI BU3HAYAETHCS MapaMeTPoOM M1 H1Masb HMit

JIOKyMEHTIB Tepes
ApyxkoM

piBeHb HmoCTyHny IJis NPMMYyCOBOT'O MapKyBaHHS
IOKYMEHT1B, 10 TEKCTY JOKYMEHTa aBTOMATUYHO JOJAETHCS
rpud oOMeXeHHsI TOCTYITy JOKyMeHTa (Y IIPaBoOMY BEPXHbOMY KYTi).
KpiM TOTrO, 17151 TOKyMEHTIB 13 pIBHSIMHU JOCTYITY LfikoM maemHo Ta
TaemHo KOPHCTYBA4 OTPUMYE MOKIIMBICTh BKa3aTH J10JaTKOBI
PEKBBUTH JTIOKYMEHTa — HOMEp NPUMIPHUKA, JITep Ta 00IIKOBUI
HOMED, — Ki TAKOK OyyTh BHECEH1 JIO TEKCTY JOKYMEHTa
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Hazsa

Tlosicuenns

MiHiMalIbHUH PIBEHB
JOCTYITY JJIst
PUMYCOBOTO
MapKyBaHHS
JOKyMEHTIB

— IlitkoMm TaEMHO;

TaemHo;

J51s ci1y>k60BOTO KOPUCTYBAHHS;
BinxpuTa Hdopmarris.

3HaueHHs 00UPAETHCA 3 TAKOTO MEPETIKY:

[TapameTp BU3HaUa€e MIHIMAJIIBHUHN PIBEHB TOCTYNY TOKYMEHTIB,
nepe] IPyKoM SIKUX Oy/ry 31iiiCHIOBAaTUCh IPUMYCOBE MAPKYBaHHS

3.2.3 [JokymeHmu

3.2.3.1 ATpubyTH 10KYMEHTIB

KoxxHuii 1MOKyMeHT Mae HH3Ky aTpuOyTiB. ATpuOyTH TOIUISIOTHCSA HA CTaHIAPTHI,
JIOJIATKOB1 Ta aTpHOYTH JIOCTYITY.
VY tabaui 3.7 mepeniueHi CTaHIApTHI aTpUOYTH JOKYMEHTA 1 BKazaH1 iXHi MOYaTKOBI

3HA4YCHHI.

Tabmuns 3.7 — CrangapTHi aTpuOyTH TOKyMEHTA

Hazpa IlosicueHHs IloyaTkoBe 3HaYCHH S
Hazgpa JloBUIBHUH PSIOK (IOBXKMHA HA3BU HE Bkazye xopucryBay, AKuii
00MEXKYETBCS) CTBOPIOE JNOKYMEHT
Bun Mosxe npuiiMaTu 1Ba 3HaYCHHS: —_—
Tekcmosutli okymeHm Ta EnekmpoHHa
mabnuus
Tun [epenik TUIIB TOKYMEHTIB BU3HAYAETHCS —

JOBITHUKOM 0a3u TOKYMEHTIB

TuIbKA U1 YATAHHS

Mosxke npuiiMaty Ba 3HaYEHHS: Tak, Hi

KirouoBi ciioBa ta

JloBUTbHA KUTBKICTH PSIIKIB TOBUTHHOT

BHPA3H JIOBXUHA

KomeHnTap JIoBUIbHUH TEKCT —

Kon VYHIKaJIbHUN Y Mexax 0a3u JOKYMEHTIB BceranosaroeTses
KO/, SIKMI CKJIaJJa€ThCS 3 BOCEMHU ABTOMAaTHYHO

JIeCATKOBUX LU (P

Yac ctBOpeHHs

JlaTa Ta yac CTBOpeHHs JOKyMEHTa

(13

Yac 0CTaHHBOT'O
KOPUTYBAHHS

JlaTa Ta yac OCTAHHBOTO KOPUT'YBaHHS
JOKyMEHTa

13

ATtpubyrn Bud Ta Kod BCTAaHOBIIIOIOTHCSA Pa3 1 Ha3aBXIH, XHI 3HAYCHHS HE MOXYTh
OyTu 3MiHEH1.

ATpulyru Yac cmeoperHs Ta Yac ocmaHHb020 KopueyeaHHsi BEIIyThCsl aBTOMAaTUYHO, iXHi
3HAa4YEeHHs HE MOXXYTh OyTH 3MIHEH1 BPYYHY.

OxpiM CTaHAAPTHUX aTPUOYTIB, AJS KOKHOT 0a3u JOKyMEHTIB MOxe OyTH BU3HAu€Ha
JOBUTbHA KUIBKICTh JOJATKOBUX aTpuOyTIB, HANpUKIaA, BudasHuk, [ama 3ameepixeHHs,
sika 3ameepduna Ookymesm 1 T. iH. [l KOXKHOTO JIOJATKOBOTO aTpudyra
BCTAHOBJIIOIOTBCS M5 Ta mun. THI JOAaTKOBOTO aTrprOyra Mo)ke HaOyBaTH TaKWX 3HAUYCHB:

YemaHosa,

uine qucro, psidok, 0ama, dama/4ac.
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[Nepenik OJATKOBUX aTpHOYTIB BCTAHOBIIOETHCS M YaC CTBOPEHHS 0a3u TOKYMEHTIB i

HE MOe OyTH 3MIHEHHUIA.

Tabmuis 3.8 MICTUTB aTpUOYTH AOCTYITY TOKYMEHTA 11XH1 TOYATKOB1 3HAYECHHSI.

Tabmuus 3.8 — AtpulyTu 10CTyIy TOKyMEHTa

Hazsa IlosicueHH S

[TouaTkoBe 3HAYECHH

Bnacuuxk 30epiraetbes SID BnacHuKa 1okyMeHTa | BcraHoBIOETHCS

aBTOMAaTH4HO. BiracHuKOM cTae
KOPUCTYBa4, SIKUi1 CTBOPUB
JOKYMEHT

[Nepenik oOMexyeThCs aTpruOyTamMu 6asu
MakcumansHuli pieeHb docmyry OOKyMeHmig
Ta MiHimansHul piseHb docmyry QoKymeHmig

PiBenb noctyny | 3HaueHHs 0OMpA€EThCS 3 TAKOTO Mepeniky: | Bkasye kopucrtyBay, skuii
— Ilitkom TaemMHO;

CTBOPIOE JIOKyMEHT.

— Taewmno; 3HaueHHs He MOoXe OyTH
— Jlnst cy>k60BOTO KOPUCTYBAHHS; OUTBILIMM, HDK PIBEHB JOITYCKY
— Binkpura iHpopmarris IIOTO KOpHCTYyBava

Croucok Jus. m. 3.2.1.2 VYcnagkoByeThest Bin 6a3u

JOCTYyIy (m. 3.2.3.3)

Cnucok aynuta | Jus. m. 3.2.1.2 YcnankoByeThes Bin 6a3u
(m. 3.2.3.3)

3.2.3.2 Buau 1ocTyny 10 10KyMeHTiB

Po3pBHsIOTE 6a30Bi Ta CKIaACHI BUAM qocTyny. Y Tadmuii 3.9 HaBeneHi 0a30Bi BUIU
JOCTYITY JI0 TIOKYMEHTIB Ta HEOOXIiIH1 MOSCHEHHSI.

Tabmus 3.9 — ba3oBi BuAM 1OCTYMyY 10 JOKYMEHTIB

Bun nocrymy

[losscHueHHs

YuraHnas

UuTaHHS TEKCTY TOKyMEHTa ab0 eNeKTpOHHOT
TaOIHII1

3amnuc gaHux

KopuryBanhs TekcTy 10KyMeHTa abo
€JIEKTPOHHOI Ta0NHU11i, B TOMY YHCJI1 3aMiHa
JIOKyMEHTa (3aMiHa BMICTY JOKyMEHTa
BMICTOM HIIIOTO JOKYMEHTA)

3anuc cTaHIapTHHUX Ta JOAATKOBUX
aTpuOyTiB

Apyx

Excriopt 30epekeHHS JOKYMEHTA Y BUIVIAI aiiy (Ha
YKOPCTKOMY JIUCKY, JUCKETI UM IHIIOMY HOCIi)

Bupanenusa

YutaHHA aTpuOYTB 10CTYITY'

UwuranHust arpulyTiB BracHuk, Crnucok docmyry,
Crniucok ayduma

3aruc BiIacHUKA

3anuc piBHS JIOCTYNY
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Bup nocrymy TlosscHenns

3anuc CnucKy JoCTyny

3anuc CucKy ayauTa

"utanns atpubyra PigeHs docmyry € CKIaI0BOIO BHIY TOCTYIY 0 0asH TOKYMEHTIB Yumarks
crnucky GoKymeHmis.

Jytst 3pydHOCTI KepyBaHHS JOCTYIIOM BH3HAUYAIOTHCS HaBeAeH1 B Tabmumi 3.10 cxianeHi
BHJIU JIOCTYITY, KOXKHUU 3 SIKHX € TIOEHAHHSIM JICKUIBKOX 0a30BUX BUJIIB JOCTYITY.

Ta6mmms 3.10 — CxiazeHi BUIU JOCTYIY JI0 IOKYMEHTIB

Bun nocrymy Criagosi
Yutanus — YuragHsA
3anuc — 3amnmuc BMICTY TJOKYMEHTA;
— 3amuc CTaHJapTHHUX Ta JOJATKOBUX aTpUOYTIB;
— Bunmanenns
Kopurysanns — YuranHs,

— 3amuc BMICTY IOKyMEHTa;
— 3ammuc CTaHIapTHUX Ta JOJaTKOBHUX aTPUOYTIB;

— Bunpanenns
Hpyxk Ta excriopt — Hpyx;

— Excnopr
KopuryBansns, 1pyk Ta eKCriopT — YuraHHS;

— 3anuc BMICTY JOKYMEHTA;
— 3amuc CTaHJapTHUX Ta J0aTKOBUX aTpUOYTIB;
— Buganenns;

— Apyx;
— Excnopt

KepyBanns noctynom — UYwranHs atpulyTiB 10CTYNY;
— 3anuc BIIACHUKA;

— 3amnmuc piBHS JOCTYILY;

— 3anuc CIUcKy 0CTYIY;

— 3anuc CIUCKy ayJauTa

[ToBHUI1 gocTyn — YwuraHHs;

— YuraHHs aTpuOYTIB IOCTYILY;
— 3anuc BMICTY JOKYMEHTA;

— 3amuc CTaHJapTHUX Ta J01aTKOBUX aTpUOYTIB;
— Bupanenus;

— Hpyk;

— Ekcnopr;

— 3amuc BIIaCHHKA,

— 3anuc piBHA AOCTYIY;

— 3amnuc CuucKy J0CTYILY;

— 3amuc CIUCKy ayauTa
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3.2.3.3 YcnaakyBaHHs aTpuOyTiB 10CTyIy

JIOKyMEHT, SIKAIl CTBOPIOETHCS B 0a3l, YCIAAKOBYE il CIMCOK JOCTYMY ISl JOKyMEHTIB
Ta CIUCOK ayAuTa JUIs JOKyMEHTIB.

YCnaKoBYIOTECS TaKOXK Ti €IEMEHTH CIHCKY JOCTYITY JUIS JIOKYMEHTIB Ta CIHCKY
aynuTa Jas TOKYMEHTIB, sSIKi MICTSTh TPYIy BracHuk dokymeHmig. BiTmOBITHI TOBHOBa)KEHHS
OTPUMYE KOPHCTYBay, SIKWM CTBOPIOE AOKyMeHT. [licisi 3MIHM BJacHUKA 111 TOBHOBAXEHHSI
OTPUMAE HOBUM BJIACHHUK.

ITin wac 3MIHM CHHUCKY JIOCTYIY /I JOKYMEHTIB Ta CIMCKY ayIuTa Ui JTOKYMEHTIB
TaKOX 3aCTOCOBYETHCS MEXaHB3M YCITIaJIKyBaHHS: KOPHCTYBay, KU 3MIHIOE 11 aTpuOyTH, Mae
MO>KJIMBICTh BKa3aT, Y Tpeba pO3MOBCIOAUTH 3MIHU Ha BCI JOKyMEHTH 0a3u.

3.2.4 3axuweHi nanku

3axuIIeHO0 MOXe OyTH mpHu3HaueHa Oy/ib-sKa Mamnka, sika 3HaXOJUThCS Ha )KOPCTKOMY
THCKy. J[71st KO)KHOT anku BU3HAYAIOTHCS JIBA BUIU IOCTYITYy — YUTAHHS Ta 3aIlUC.

VY tabmuni 3.11 mepeniueHi aTpuOyTu 3axWIEHUX MaloK 1 BKa3aHi iXHI MOYAaTKOBi
3HaueHHs. Bci HaBeneHi aTpuOyTH € aTpuOyramMu OCTyny. 3HAYEHHS BCIX aTpUOYTIB BKa3ye
aJIMIHICTPATOP, KU JT0JIa€ MAaIKy 10 CIIUCKY 3aXUIICHUX MaIoK.

Tabmus 3.11 — ATpuOyTH 3aXUINIEHOT TaKu

Haza [Tosicnenus
Im’st IToBHM NUISX 10 TTAKK
Cepiiinuii HOMep 30epiraeTbes CEpiiHUI HOMEP AKUCKA, Ha SIKOMY

3HaXOUTHCSA NaNKa. BUKOPUCTOBYETHCS HOMED, SKUU
HE MOe OyTH 3MIHEHUI TPOTPaMHO 1 0JTHO3HAYHO

IeHTH (IKYye THUCK
OOMexxeHHS TSI TTPOIIECiB 3HadeHHS 0OUPAETHCS 3 TAKOTO TEPETIKY:
— Tak;
— Hi
Cnucok nporuecis I[lepenik nmpoieciB, 32 AJOOMOTOIO KX KOPUCTYBaul

MOXXYTh OTPHUMATH JOCTYII JI0 TaHUX, sIKi 30€piratoThCsl B
3aXUIIECHIA Mmar

PiBenb goctymy 3HaueHHs 00UPAETHCS 3 IEPeNiKy, HAaBEACHOTO B
m. 3.2.1.1

Cnucok gocrymy Jus. . 3.2.1.2

Crircok ayaura Hus. m. 3.2.1.2

Jnst KO>KHOT 3aXUINCHOT MAIKK 32 paXyHOK BCTAHOBJICHHS 3HAUYECHHS Tak Ui aTpulyra
ObmexeHHs Onsi rpouyecie MOXHA JO3BOJIMTH KOPUCTyBadaM IMPALIOBaTH 3 3aXUIICHUMHU
nankamu Ta (aiiamu, sKi 3HaXOASAThCSI B HUX, TUIBKA 32 JOMTOMOTOIO TIPOIIECIB, 3a3HAUYCHHX B
aTpuOyTi Crucok rpoyecie. Y ITbOMY CITUCKY BKa3yIOThCS IUISIXU 10 (halIIiB, 110 BUKOHYIOTHCSL.

3.2.5 3HiMHI Qucku

3.2.5.1 HoJiTuka 3HIMHUX JUCKIB

JIy1st 3HIMHUX IMCKIB BU3HAYAIOTHCS JIBA BUM JIOCTYITY — YMTAHHS Ta 3aITHC.
[Monirrka MUCKIB MOKe OyTH BCTAHOBJICHA JUISI KOKHOTO 3 TAKUX THITIB 3HIMHUX JMCKIB:
— THYYKI JUCKH (JTUCKETH );
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— mucku USB Flash;
— CD/DVD-nucku.
KokHa 1mmoJiruka CKIagaeThbes 3 KOMIIOHEHTIB, HaBeAEHUX B Taomui 3.12.

Taomuis 3.12 — [Nosiruka 3HIMHUX JUCKIB

Hazssa Tlosscaenus
Cnucok gocrymy Jus. . 3.2.1.2
Crircok ayaura Hus. m. 3.2.1.2

[onrrka IUCKIB i€ OJJHOYACHO HA BC1 AMCKHU BIAMOBITHOTO THUITY.

3.2.5.2 3apeectpoBani qnucku USB Flash

Juns muckis USB Flash MosxyTh OyTH BCTaHOBIICHI «iHIUBITyalbHD) aTPHOYTH JOCTYILY.
st tHyukux quckiB Ta quckiB CD/DVD Taka MOKITHBICTh HE mepen0adeHa, OCKUTbKH HE iCHYE
HaJIIWHOTO CITOCO0Y imeHTU(IKAIli TAKUX TUCKIB.

s 3apeectpoBanux auckie USB Flash Bu3HavyaroTecs 1Ba BUAM JOCTYNYy — YMTAHHS
Ta 3aIluC.

Jlsist Toro mo0 BCTaHOBUTH aTpuOyTH qocTymy st aucka USB Flash, ioro HeoOxinHO
JI0OfaTH JI0 CIHCKY 3apeecTpoBaHuX auckiB. Kokuuit 3apeectpoBanuii muck USB Flash mae
aTpuOyru, HaBeaeHi y tabmumi 3.13. 3Ha4eHHS BCIX aTpuUOYTIB BKa3ye aJMIHICTPaTOp, SIKUA
JI0JIa€ AMCK JI0 CIIUCKY 3apEECTPOBAHUX JAUCKIB.

Tabmuis 3.13 — Atpubyru 3apeectpoBanoro aucka USB Flash

Hazga [losicuenHs
CepiitHuii HOMep 30epiraeThes TaK 3BaHUN KOJI €K3EMILIAPY MPUCTPOIO,
SIKA HE MOKe OyTH 3MIHEHHUH TPOTPaMHO 1 0THO3HAYHO
ineHTHQIKYE TUCK
OOMexeHHs Ui MPOLIECiB 3HaueHHS 0OUPAETHCS 3 TAKOTO MEPETIKY:
— Taxk;
— Hi
Crucok mporiecis [lepenik mporieciB, 3a TOIOMOTOO SIKUX KOPHUCTYBayi
MOYYTb OTPHMATH JOCTYII J0 TAHUX, Kl 30epiratoThCst
Ha JHUCKY
PBens moctymy 3Ha4YeHHs 00MPAETHCA 3 TIEPEITIKY, HAaBEJCHOTO B
n. 3.2.1.1
CHucok 10CTymy Jus. 1. 3.2.1.2
Cniucok ayaura Jus. m. 3.2.1.2

ATpubyru ObmexeHHs Onsi rpoyecie Ta Cnucok npouyecie BUKOPHUCTOBYIOTHCS TaK CaMo, SIK
1 U1 3aXUIIEHUX [AIOK.
3.2.6 3axuweHi npoyecu

JIo CHHUCKY 3aXHMINEHHX IIPOLIECIB MOXKE HaJlekKaTH OyIb-AKAH MOJIYIb OIepaliiiHol
CHCTEMH, 10 BUKOHYEThCS: Qaiinu *.exe, *.dll, *.cmd, *.bat Tormo.
JIst 3aXMIIEHUX TPOIIECIB BU3HAYAETHCS OJUH BH I JOCTYITY — 3aITyCK.
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VY tabnuui 3.14 nepeniueHi aTpuOyTH 3aXUIIEHUX MPOIECIB 1 BKa3aHi iXHi MOYaTKOB1
3HAQYCHHs. 3HAYCHHsS BCIX aTpuOyTIB BKAa3ye aIMIHICTPATOp, SKAM IOJAE MPOIEC A0 CIHCKY
3axXUIIEHUX MPOLIECB.

Tabmuis 3.14 — ATpuOyTH 3aXHIICHOTO MTPOIIECY

Hazga [TosicHenHs
IM’s [nsx 1o BigmoBigHOTO (haitmy
KonTposapHa cyma KonTpoapHa cyma BinmmoigHoTo (aiiny
Cnucok gocTymy Jus.m. 3.2.1.2
Cnucok ayaura Jus. . 3.2.1.2

3.2.7 TexHonociyHa iHghopmauyis

Jlo TexHonorHO1 iH(popMarrii HalexaTh Taki JaHi:

0a3a OOJIKOBUX 3aITHCIB:
— CIHCOK KOPHUCTYBauiB;
— CIIHCOK IpyI KOPUCTYBaYiB;
JIaH1 TIPO 00’ €KTH 3aXUCTY:
— CIHCOK 3aXUIIECHUX MaIok;
— cnucok 3apeectpoBanux nuckiB USB Flash;
CTIUCOK 3aXUIIICHUX TTPOLIECIB;
JIaH1 1po 06a3u JOKyMEHTIB Ta JOKyMEHTH;
JKYpHaJI peecTpartii;
rmapamMeTpu KoHQIrypallii CHCTEMHU;
orepaTMBHI JaHi Tpo poOOTy cucTeMHd (IaHi MPO TMOTOYHUN CTaH CHUCTEMH,

pe3yabTaTH MepeBIpOK LIUTICHOCTI, BITOMOCTI PO ofepaltii, sSIKi Hapa3i BUKOHYIOTBCSl Y CUCTEMI

TOIIO).

Jlist 3abe3nedeHHs] MOKIIMBOCTI TPAHYJILOBAHOTO KEPYBaHHS JOCTYIIOM JI0 TIapaMeTpiB
KOH(Irypallii BOHH pO3IMOUICH] Ha TaKi TPYITH:

JUCKH /7151 30epiraHHs JOKYMEHTIB;

JTIO3BOJIM Ha JIOCTYII JI0 TEXHOJIOTTYHOI IHpopMaIli,
3a00pOHEH]1 MPOTpamH;

HeOe3neyHi KOMaHIu;

rapaMeTpH BXOJY J0 CHCTEMH,

napameTpH KypHaiy;

napameTpu 3a00pOHHU JIPYKY;

napaMeTpH 3aXHUCTy JIPYKY Ta €KCIIOPTY JOKYMEHTIB;
rmapaMeTpy epPeBIPKU MUTICHOCTI,

nepeniky mabJoHIB Ta HAIOYIOB;

MOJIITHKA ayIHuTa;

MOJIITUKA OJIOKYBaHHSI OOJIIKOBOTO 3aITHUCY;
MOJITUKA JOKyMEHTIB;

MOJIITUKA [TapOJTiB,;

IMOJITUKH 3HIMHHX JUCKIB;

TUMYACOBI (aiiin.

Cxnan ko)kHO1 Tpynu HaBeneHul y Jlogatky A.
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Jst TexHoNmorMHO1 iH(opMallii BU3HAYAIOThCA ABA BUIU JOCTYIY:
—  YUTaHHS,
—  3ammuc.

Jis oriepaTUBHUX JaHKUX PO POOOTY CUCTEMH 3anuc 03HAYa€ KEPyBaHHS CHCTEMOIO, —
IIe 3MIHM CTaHy CHCTEMH, IPOBEJICHHS MEPEBIPOK IIUTICHOCTI, MPUHHATTS BUSBICHUX 3MiH,
00poOKa MOMHUJIIOK 1 T. H.

3.3 NpaBuna po3mexyBaHHsA AocTyny

JloBipue KepyBaHHS JJOCTYIIOM 3aCTOCOBYETHCS IO TAKUX 00’ €KTIB:
— 0a3u JOKYMEHTIB 13 IOBIPYMM KEPYBAHHSIM JOCTYIIOM;
— JIOKyMEHTH 3 JIOBIpYUM KEPYBaHHSM JIOCTYIIOM.

AJMIHICTpaTUBHE KEPYBaHHSI JOCTYIIOM 3aCTOCOBYETHCS /10 TAKUX 00’ €KTIB:
— 0a3u IOKyMEHTIB 3 aAMIHICTPAaTUBHUM KEPYBaHHSM JJOCTYIIOM;

— JIOKYMEHTH 3 aJIMIHICTpAaTUBHUM KEPYBAHHSM JOCTYIIOM;

— TEXHOJIOTTYHA IH(opMaLis.

3.3.1 Jocmyn do 6a3 AokymeHmie

3.3.1.1 ITPJ] anis 6a3 i3 1OBipYMM Ke pyBaHHAM JA0CTYNOM

[parroBaty 3 oBipuMMHU 0a3aMu MOXKYTH JIHIIE 3BUYaiiH1 KOPUCTYBadl. MOXKIUBICT
JOCTYITy BH3HAUAETHCS CIIUCKOM JOCTYIYy 0asu, il MAKCUMaJIbHUM PIBHEM JIOCTYIY, a TAKOX
POJUTIO Ta PIBHEM JIOITYCKY KOpUCTYBaya.

KopucrtyBau otpumye goctyn no 0a3u JOKYMEHTIB, SIKIIO BUKOHYIOTHCSI HaBEICHI
HUXKYE YMOBHU.

— KOpHCTyBady BCTAaHOBJIEHA POJIb 38uyalHull Kopucmysad,

— piBEHb JIOMYCKy KOPHCTyBada HE HWXXYMH 3a MaKCUMalbHUH DPIBEHb IOCTYITY
JOKYMEHTIB 11i€1 0a3u;

— B CHHUCKYy JOCTymy 0a3u KOpHUCTyBady abo Tpymi, 0 SKOT BIH HaJEXHTh, HE
3a00pOHEHO el AOCTYII;

— B CITUCKY JOCTYIy 0a3u KOpHCTyBauy abo TPy, 10 AKOI BIH HAJICKUTh, HAJAHO LIEH

JIOCTYII.

BrnacHuk 6a3u Mae 0coOMMBI TOBHOBAKEHHSI IIOJI0 IOCTYITY A0 “CBOET’ 6a3u.

SIKIIO KOpUCTYBay € BJIACHUKOM 0a3u 111oMy BCTaHOBJICHA POJIb 3suyaliHuli kopucmysay,
BIH OTpUMYE 110 0a3u Taki BUAM IOCTYILY:

— YHUTaHHS CIHUCKY JOKyMEHTIB;

— 4YUTaHHS aTpuOYTIB;

— 3aIllC BIACHHKA;

—  3aIHC CHHCKY JIOCTYITY;

— 3aIlHC CIUCKY ay/uTa.

JonatkoBo, Juig TOro 1mo0® He BTPATUTHU MOXKIHUBICTH JOCTYIY 10 0a3u y BHIAJKY
BUICYTHOCTI BJIaCHMKA, a TaKOX I 3a0e3MEeUeHHS MOKJIMBOCTI pealiiBallii aHaJIOTTIHOTO
JOJJATKOBOTO TpaBWJia JOCTymy 10 JOKyMEeHTB (1. 3.3.2.1) BCTaHOBIIOETHCS e OJHE
MPaBUIIO, SIKE JIi€ JUIS BCIX JOBIpYMX 0a3 HE3aJICKHO Bi CIIMCKY IOCTYIy O0a3u.
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Kopucrysaui 3 posutto AdmiHicmpamop 6e3neku OTPUMYIOTh Taki BUAM JIOCTYIY /0 BCIX
6a3:

— YHUTaHHS CIHUCKY IOKyMEHTIB;

— 4YUTaHHSA aTpUOYTIB;

—  3amuc BJIACHHKA.

3.3.1.2 ITP/] ans 6a3 i3 agMiHICTPATUBHUM Ke pYBaHHAM /I0CTYIOM

[IpamroBaT 3 aAMIHICTpAaTHBHUM 0Oa3aMH  MOXKYTh 3BHYaiiHI KOPHCTyBadi Ta
aJIMIHICTPATOPU JOKYMEHTIB. MOXJIMBICT JOCTYITy BH3HAUAETHCS CIIMCKOM JOCTYyNy 0asu, i
MaKCUMAJILHUM PIBHEM JIOCTYITY, @ TAKOX POJUIIO Ta PIBHEM JIOITYCKY KOPUCTYBaya.

KopucryBau orpumye poctynm a0 0a3u JOKYMEHTIB, SIKIIO BUKOHYIOTHCS HaBEJICHI
HU)KYE YMOBH.

— HoMy BCTaHOBJIEHA pOJIb 3euvalHull Kopucmyead abO pOJIb AdMiHicmpamop
OoKymeHmie,

— piBeHb JOMYCKY KOPHCTyBaua HE HIDKYMU 32 MaKCUMAalbHUU PIBEHb JIOCTYITY
JIOKYMEHTIB ITi€1 6a3H;

— B CIHCKy JAocTyny 0a3u KOpHCTyBady abo Tpymi, J0 sKOi BIH HaJeXUTh, HE
3a00pOHEHO €W JTOCTYIT;

— B CIIUCKY JIOCTYITY 0a3u KOpUCTYBady a0o TPpyIi, 10 SIKOT BiH HAJIS)KUTh, HAAHO IICH
JIOCTYII.

BrnacHuk 6a3u Mae 0cOOIMB1 MOBHOBAKEHHS ITI0JI0 JIOCTYITY 110 “CBO€ET’ 0a3u, sKi MFOTh
HE3aJIe)KHO Bi CIIUCKY JIOCTYIY 0a3H.

Skmo kopucTyBay € BJIAaCHHKOM 0a3u 1 WOMy BCTaHOBIIEHA POJb AdwmiHicmpamop
OokymeHmig, BIH OTPUMYE 10 0a3u Taki BUAUA JTOCTYIY:

— YHUTaHHS CIIHCKY JOKyMEHTIB;

— 4YWTaHHS aTpUOYTIB;

— 3amuC BIACHUKA;

—  3aIUC CIUCKY JIOCTYIY;

— 3aIUC CHUCKY ayJuTa.

KpiM mporo, ams aaMmiHiCTpaTUBHUX 0a3 BCTAHOBIIOIOTHCS OOMEXKEHHS, sIKi HE
JIO3BOJISIOTh 3BMYAHHHMM KOPHCTYyBauaM KepyBaTH JOCTyHoM Jo 0a3. 1i oOMexeHHS IiF0Th
HE3JIe)KHO Bi CIIUCKY JIOCTYITY Oa3H.

3BUYaliHi1 KOPUCTYBaul HE MOXKYTh OTPUMATH TaKi BUAM JOCTYITY 710 6231 JOKYMEHTIB:
— 3amuc aTpuOyTiB;

— 3MiHA Ha3BH;

— BHJIAJICHHS;

— 3aIlHC BIACHHKA;

—  3aIHC CHHCKY JIOCTYIY;

— 3aIllHC CIUCKY ay/lInTa.

Skmo mapamerp MoNiTHKH JNOKyMeHTB (1. 3.2.2.6) O6mexenHs Onsi admiHicmpamopa
OokymeHmie Ma€ 3HAYCHHS Tak, KOPUCTYBadi, SKAM BCTAaHOBJICHA pOJIb AdMiHicmpamop
dokymeHmig, He MOXYTh OTPUMATH /10 0a3u IOKyMEHTIB JIOCTYI Ha CTBOPEHHS JOKYMEHTIB.
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KopucryBadi, sSKUM BCTaHOBJEHA poOJb AdmiHicmpamop OokymeHmie Ta ponbi
EAOMIHicmpamop 6esneku ab0 CucmemHuli admiHicmpamop, HE MOXYTh OTpUMAaTH 10 Oa3u
. JIOKyMEHTIB IOCTYIl HA CTBOPEHHS TOKyMEHTIB. '

Jis Toro moO He BTPATUTH MOXKJIMBICTH JOCTYIY 0 0a3u y BUIAIKY BIICYTHOCTI
BJIACHUKA, BCTAHOBIIIOETHCS IIIe OJTHE MTPABHIIO.

KopucryBaui 3 postto AdmiHicmpamop 6eanexu OTPUMYIOTh Taki BUIU JTOCTYIY JO BCIX
6a3:

— YHUTaHHS CIIHCKY JOKyMEHTIB;

— YHUTaHHS aTpUOYTIB;

— 3amuc BJIACHUKA.

3.3.2 Jocmyn do dokymeHmie

[TpaBuna po3mexyBanus noctyny (ITPJ]) mo moxymeHTa 3anexaTh Bi NPUHIIMITY
KepyBaHHS JIOCTYIIOM, BCTAHOBJIEHOTO /715 0a3u, Y SIKiil MICTUTBCS JOKYMEHT.

3.3.2.1 IIPJI anist 6a3 i3 1OBipYMM Ke pyBaHHAM JA0CTYNOM

VY noBipunx 6a3ax MmpamoBaTH 3 JTOKYMEHTaMH MOXKYTb JIHIIE 3BUYaiiH1 KOPHUCTYBAYL.
MOXIIMBICTh JOCTYIy BU3HAYAETHCS CHUCKOM JIOCTYITY TOKyMEHTa, HOro piBHEM JOCTYIy, a
TaKOK POJUTIO Ta pIBHEM JIOMYCKY KOPUCTYBaya.

KopucryBau orpumye 1ocTyn 1O JOKYMEHTA, SIKIIO BUKOHYIOTHCSI HAaBEJEH1 HMIXKYE
YMOBH.

— pIBEHbB JIOMYCKY KOpHUCTYBa4a HE HM)KUMH 3a PIBEHb IOCTYIY TOKyMEHTA;

— HOMy BCTaHOBJIEHA POJIb 38uyaliHuli Kopucmysau,

— B CIIMCKY JOCTYIly JJOKYMEHTa KOPHCTyBaudy a0 Ipyi, 10 sIKOi BIH HaJEKUTh, HE
3a00pOHEHO LIEeN OCTYII;

— B CHHUCKY JOCTYIY JOKyMEHTa KOpHUCTyBady a0o TpyIli, 0 SKOi BiH HAaJCKUTH,
HAJIaHO LN TOCTYII.

BracHuk jgoKkyMeHTa Mae€ OCOOJHMBI IOBHOBAXKEHHS INOAO JOCTYymy 10 “CBOIX’
JIOKYMEHTIB, SIKi IIFOTh HE3aJIEKHO Bil CHUCKY JOCTYIY JOKYMEHTA.

SIKmo KOpHUCTyBady BCTaHOBJIEHA pPOJIb 3euvyaliHull Kopucmyeay, BIH € BIACHUKOM
JOKYMEHTA 1 H0T0 piBEHB JOMYCKY HE HIKYHH 3a pIBEHb JIOCTYIY JOKYMEHTA, BIH OTPUMYE JI0
JIOKYMEHTA TaKi BUJH JIOCTYIY:

— 4YWUTaHHS aTpUOYTIB IOCTYILY;

—  3aIlMC BJACHMKA;

—  3aIuc PiBHS JOCTYITY;

—  3aIlliC CHUCKY JOCTYILY;

—  3aIHC CHUCKY ayAuTa.

ITin yac cTBOpPEHHS TOKYMEHTIB BUKOHYEThCS HUYKUCHABEACHE MTPABUJIO.
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PiBeHb JOCTYNy JOKyMEHTa NOBMHEH OyTM HE HHXKYMM 3a MiHIMaJIbHUN piBEHb :
. ocTyry 6a3u JOKYMEHTIB, B sKii BIH MICTHTBCS, Ta HE BHIMM 33 MAaKCHMAIbHUH PIiBEHbH |
| IoCTyTy ITi€T 6asm. ;

JlonaTkoBO, AJist TOTO MO0 HEe BTPATHTH MOMJIMBICTh IOCTYITY IO JOKyMEHTA Y BUMAIKY
BIICYTHOCTI BJIaCHWKA, BCTAHOBJIIOETHCS IIIE OJIHE TMPABUJIO, SIKE i€ HE3AJICKHO Bil CIUCKY
JOCTYIy JTOKYMEHTA.

: Kopucrysaui 3 poiutto AdmiHicmpamop 6e3neku OTPUMYIOTh Taki BUAM JIOCTYIY /0 BCIX
JIOKYMEHTIB: :
— YUTaHHA aTpuOyTIB 10OCTYMY;
—  3aIKC BJIACHUKA.

3.3.2.2 IIPJ] ans 6a3 i3 agMiHICTPATMBHUM Ke pyBaHHAM JI0CTYIOM

B anminicTpatuBHUX 0a3aX MpaIroBaTH 3 TOKyMEHTAMU MOXKYTh 3BHYaiiHi KOPUCTYBayi
Ta aIMIHICTPAaTOPH JOKYMEHTIB. MOKJIUBICTh JOCTYNY BH3HAUYAETHCS CITUCKOM JIOCTYIY
JOKYMEHTa, HOro piBHEM JOCTYIYy, a TaKOX pOJUII0 Ta PIBHEM JOMYCKY KOPHCTyBaya.
AZIMIHICTpaTOp TOKyMEHTIB, SIKUI € BIIACHUKOM 0a3u, 3aBXKIH Ma€ MPaBO KEPyBaTH JIOCTYIIOM
JI0 TOKYMEHTa (HE3aJIe)KHO B CIIMCKY JOCTYILY AJOKyMeHTa). KpiM Toro, B aaMIHICTpaTUBHUX
0azax JIil0Th JAedKi JOJaTKOBI OOMEXEHHS, 30KpeMa, KepyBaTH JIOCTYIIOM O JIOKYMEHTIB
MOXYTh JIUIIIE aAMIHICTPATOPH JTOKYMEHTIB.

KopucryBau orpumye IOCTyHn 1O JOKYMEHTA, SIKIIO BUKOHYIOTHCSI HAaBEJCHI HIIKYE
YMOBH.

— PpIBEHb JIONYCKY KOpPUCTYBaya HE HMKUMHU 32 PIBEHb JOCTYIY JTOKYMEHTA.

— #loMy BCTaHOBIJIEHAa pPOJNb 3euwalHuli Kopucmysay abO MOMYy BCTaHOBIJIEHA pOIIb
AnMiHICTpaTOp JAOKYMEHTIB 1 HE BCTAaHOBJICH1 poii AnMiHicTpaTtop Oe3meku Ta CUCTEMHUMN
aJIMIHICTpaTOp;

— B CIHUCKYy JIOCTYITy JOKYMEHTa KOpHCTyBady abo TpyIli, 10 KO BIH HAJICKUTh, HE
3a00pOHEHO el AOCTYII;

— B CIHCKY JOCTYIYy JOKYMEHTa KOpPHCTyBaudy abo Tpymi A0 SKOi BiH HAalEXWTb,
HAJIaHO LIEH TOCTYII.

Brnacuuk 0azu Mae 0coONMBI MOBHOBaXEHHS MIOJO JOCTYNY A0 JOKYMEHTIB, SKi
MICTATBCS B «0T0» 0a3i, sIKi IF0Th HE3AJIEKHO Bi CIMCKY JIOCTYNy JOKYMEHTA.

BracHuk ©0a3u Mae 0coOJMBI MOBHOBXEHHS IIOAO JOCTYNY JIO JOKYMEHTIB, SIKi
MICTSTBCA B «10T0» 0a3i, sIKi JIFOTh HE3AJIEKHO Bill CIIUCKY JOCTYNY TOKYMEHTA.

Ao KopucTyBad € BJIACHUKOM Oa3u 1 HOMYy BCTaHOBJIEHA POJb AdmiHicmpamop
dokymeHmig, BIH OTPUMYE JI0 JOKYMEHTA TaKi BUJH JTOCTYITY:

— 4YWTaHHSA aTpuOyTIB TOCTYNY;

— 3aIlHC BIACHHKA;

—  3aIluC PIBHS JIOCTYILY,

—  3aIlUC CIUCKY JOCTYITY;

—  3aIlHMC CIUCKY ay/uTa.

KpiMm 1poro, s aaMmiHICTpaTUBHHUX ©0a3 BCTAHOBIIOIOTHCS OOMEKEHHS, SKI HE
JIO3BOJISTIOTH 3BUYAHUM KOPUCTYBadaM KEPYBATH JIOCTYIOM J0 NOKyMeHTIB. Lli oOMexeHHs
JFOTH HE3aJIeXKHO Bl CIIMCKY 10CTyy 0asu.
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3BUYaliHi KOPUCTYBaUi HE MOXKYTh OTPUMATH TaKi BUJH JIOCTYIY 10 JOKYMEHTIB!
YUTaHHS aTpUOyTIB TOCTYNY;

3aIMC BJIACHUKA;

—  3amuc piBHSA JOCTYIY;

3aIUC CIHCKY JIOCTYIY;

3aIKC CIUCKY ayAnTa.

Lle mpaBu0 Ma€ OMH BUHATOK: M Yac CTBOPEHHS JOKYMEHTa MOTro pPiBEHb JIOCTYIY
BH3HAUa€ KOPUCTYBAY, KU CTBOPIOE TJOKYMEHT.

HI,I[ 4ac CTBOPCHHA ,Z[OKyMeHTiB BHUKOHYETBHCA HUKYUCHABCACHC ITPABUJIO.

PiBeHp noCTYyny JOKyMEHTa MOBHHEH OyTH HE HWIKYMM 3a MIHIMaJbHUKM DPIBEHBb
noctyny 0asd JOKYMEHTIB, B SIKii BIH MICTUTBCS, Ta HE BHIIMM 33 MaKCUMAJILHUU PIBEHBb
JOCTYITY I1i€T 6a3u.

SIkmo mapamerp MOJITHKA TOKyMeHTB (1. 3.2.2.6) O6mexenHs Onsi admiHicmpamopa
OokymeHmie Ma€ 3HAa4YeHHs Tak, KOPHCTyBadyl, SIKUM BCTAaHOBJIEHA pOJb AdmiHicmpamop
dokymeHmie, He MOYThb OTPHUMAaTH TaKi BUAM JOCTYILY (BCi BUIM JIOCTYMNY, KpIM YUTaHHS Ta
KEpyBaHHS I0CTYIIOM):

—  3allHUC BMICTY IOKyMEHTA;

— 3aIllHC CTaHJAPTHUX Ta JOJATKOBHX aTpUOYTIB;

—  BUJAJICHHS;

— JApYK
—  EKCIIOPT.

KopucryBaui, skuM BCTaHOBJIEHA pOJb AdmMiHicmpamop OokymeHmie Ta POJb
AdwmiHicmpamop 6e3neku ab0 CucmemHul admiHicmpamop, HE MOXYTh OTPUMATH Taki BUAH
JOCTYITY (BC1 BUIM TOCTYMY, KPIM YUTAHHS Ta KEPYBAHHS JOCTYIIOM):

— 3aIllHiC BMICTY IOKyMEHTA;

— 3amuc CTaHJAPTHHX Ta TOJAaTKOBUX aTpUOYTIB;

— BUJAJICHHS;

—  ApYyK;
—  eKCIIOpT.

3.3.2.3 JoaaTkoBi npaBuia 311iliCHe HHA IPYKY Ta eKCIOPTY A0KYMEHTIB

JUis BUKOHaHHS BHMMOI JI0 €KCIIOPTY Ta JAPYKY JOKYMEHTIB y CHCTEMi Jil0Th Taki
IpaBuUJIa, sIKI CTOCYIOThCS 0a3 B Oy/ib-IKUM IPUHIUIIOM KEPYBaHHS JTOCTYIIOM.

Sxmo piBeHb JAOCTYyNy JOKyMEHTa HE HWKYMKA 3a 3HAUEHHS IapaMmerpa
MiHiManbHMIM pPiBeHbL OOCTYyNy IOJIS BMKOPMCTAHHS [apoJjig Ha

eKCIOPT IOKYMEHT1B, KOPUCTYBad OTPUMYE NOCTYI Ha €KCIOPT JOKYMEHTa JIMILE 3a
YMOBHU BBEJICHHSI IAPOJIIO.

Slkmo  pBeHb JOCTYNy JOKYMEHTa HE HIKYMM 3a 3HAUCHHS IapameTpa
MiHiIManbHMIM PiBeHB HOCTYNY IJIS BMKOPMCTAHHSA IIapoJid Ha IPYyK

IOKYMEHT 1B, KOPUCTYBAa4 OTPUMYE JOCTYII HA JPYK JIUIIE 32 YMOBU BBEJICHHS IAPOJIIO.
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HeoOxinHicTh BBEeIEHHS MapoJIi0 3a0e3neuye MPUCYTHICTD M Yac APYKY YU €KCIIOPTY
YIIOBHOBa)KEHO1 0COOH.

Jlnst 30epiraHHsl TapojiiB BUKOPUCTOBYIOTHCS MAapaMETpU [1apOJib Ha EKCIOPT
IOKYMEHTI1B Ta 1apoJib Ha OPYK IOKYMEHT1B BIINOBITHO. 30€piracThCs MOBIHE
XEIFTIEPETBOPCHHS TTaPOJISL.

3.3.3 Jocmyn 0o 3axuweHux namnok

3.3.3.1 3aranbHi npaBuiIa

KopucryBau oTpuMye JOCTYIT 10 3aXUILEHOT ANKH, SIKIIIO BUKOHYIOTHCS TaKl yMOBHU:

— pIBEeHB JIOIYCKY KOPHUCTYBaya He HI)KYNHN 32 PIBEHb JOCTYITY 3aXHUILCHOI ITANKu;

— B CIIMCKY JIOCTYIY 3aXMIICHOI allK KOPUCTyBady abo Ipyi, 10 SKO1 BIH HAJICKHUTB,
He 3a00pOHEHO 11eH TOCTYI;

— B CIIMCKY JIOCTYIY 3aXMIICHOI AKX KOPUCTYBady abo IpyIli, 0 K01 BiH HAJEKUTH,
HaJIaHO IIeH JOCTYI.

SIKmo Ans 3aXMINEHOI MallKi BCTAHOBJIEHUMN CIMCOK MPOIIECIB, KOPUCTYBAY OTPUMYE
JOCTYIl TUIBKA B TOMY BHIIJKy, KOJHM JOCTYN 3AIMCHIOETHCS 3a JOMOMOIOI0 OJIHOTO 3
MPOLIECIB, 3a3HAUYEHUX B CITHCKY.

[opsinox mepeBipkr BUKOHAHHS BUIIEC3a3HAUYCHUX MTPABUIT HABEIEHUH y OJIOK-CXeMi B
poznuti J1.5 nonatka /1.

_ HaBejieHi npaBuia PO3MOBCIOUKYIOTECS HA BCi Mankd Ta (aiiiaM, sKi 3HAXOAATHCS B |
| 3aXMINCHIN Tmanii, :

3.3.3.2 ocTyn 10 nmporpamMumx 3aco0iB Ta nanux cucremu JIO3A-1

Hoctyn mo aiimiB, ski BIIMOBiTarOTh NporpamMHuUM 3acobam cuctemu JIO3A-1, a
TakoX 10 (haiiiiB, B AKX 30€piraloThCs JaHi CUCTEMHU, TOBUHEH PErylTOBaTHCh TaKUM Ke
YMHOM, IO W JOCTYm 10 3axuilieHuX mnamok. CHHCKM JOCTymy Ta CHHUCKUA IPOLIECIB
BIAMOBIIHUX NAaNoK Ta (ailJiiB MOBUHH1 OYTH CTAJIMMU 1 Y3TOJDKEHUMHU 3 PO3MOAUIOM (yHKIIIH
MDK MOAYJSIMH CHCTEMH Ta TEXHOJIOTIEI0 pOOOTH KOPUCTYBAYiB B CUCTEMI.

3.3.4 Jocmyn 0o 3HiMHuUX OucKie

MoXIMBICTh  TOCTYIy KOpuCTyBaya 10 3apeectpoBaHoro gucka USB  Flash
BH3HAYAETHCS CIIMCKOM JOCTYIy [IMCKAa, HOTo pIBHEM JOCTYIly Ta pIBHEM JIOIIYCKY
KopuctyBaya. MoximBicTs noctymy o auckis USB Flash, siki He Oyiu 3apeecTpoBaHi, a Takox
no tHydkux auckis Ta CD/DVD-auckiB BH3HAYAE€THCSA BIIMOBIIHOIO IMOJITHKOI 3HIMHHUX
nuckiB (auB. 1. 3.2.5.1).

KopucrtyBau orpumye poctynm g0 3apeectpoBaHoro mgucka USB  Flash, sxmo
BUKOHYIOTHCS TaKi yMOBH:

— pIBEHbB JIOIYCKY KOpPUCTYBa4a HE HUXKYHMH 3a PIBEHB JIOCTYITY JMCKa;

— B CIHUCKY JOCTyNy JAWCKa KOpPHCTyBady a0o Tpymi, A0 SKoi BiH HaJCKUTh, HE
3a00pOHEHO el AOCTYII;

— B CIHCKY JIOCTYITY JHCKa KOPUCTYyBady abo TpyIi, 10 SKOI BiH HaJEXWUTh, HATAHO
LEeW JTOCTYII.
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Sxmo s 3apeectpoBanoro gucka USB Flash BcranoBieHuit criucok mpouecis,
KOPHCTYBa4 OTPUMYE JOCTYIl TUIBKA B TOMY BHIIAJKy, KOJIHU JOCTYI 3IICHIOETBCS 3a
JIOTTIOMOTOFO OJTHOTO 3 TIPOIIECIB, 3a3HAYCHHX B CITHCKY.

KopucryBau orpumye goctyn a0 aucka USB Flash, skuii He Oy 3apeectpoBanmii, 10
rHy4koro gaucka abo 10 CD/DVD- aucka, SIKIo BUKOHYIOTHCS TaKi YMOBH

— B CHHUCKY JIOCTYMY BIIIOBIAHOI MOJITUKM KOpPHCTyBauy a0o rpymi, O sIKOi BiH
HAJISKUTh, HE 3a00pOHEHO IeH TOCTYII;

— B CHHUCKY JIOCTYIY BIIMOBIAHOI MOJITHKM KOpPHCTYyBayy a0o rpymi, 70 sKOi BiH
HAJICKUTh, HAJTAHO 1IeH JOCTYII.

HaBeneHi mpaBuiia periiaMeHTYIOTh JIOCTYII JI0 BCIX MANOK Ta (hailiiB, siki 3HAXOSATHCS
Ha 3HIMHOMY JTUCKY.

3.3.5 fJocmyn 0o 3axuweHux npouecie

3.3.5.1 3aranbHi npaBuiIa

KopucryBau oTpuMye OOCTYN 10 3aXUIICHOTO IPOILECY, SKIIO BUKOHYIOTHCS TaKi
YMOBH:

— B CIIMCKY JOCTYIly IpoOIlecy KOpHCTyBady a0o Ipymi, 1O SKOi BIH HaJeXHUThb, HE
3a00pOHEHO el 10CTYI;

— B CIIMCKY JIOCTYIy MPOIleCY KOPHCTYyBady a0 IpyIi, 10 SKOi BIH HaJICKUTh, HATaHO
e JocTyi.

3.3.5.2 loctyn n0 npoueciB cucremu JIO3A-1

[Ipouecu, sKi BUKOPHCTOBYIOTBCS ISl JIOCTYNMy 1O 0a3 TOKyMEHTIB, JOKYMEHTIB Ta
00’€KTIB, IO MICTATh TEXHOJIOTTUHY iH(OpMaIliF0, aBTOMAaTHYHO BKIFOYAIOTHCS O CIHCKY
3axXUINECHUX TTPoIieciB. BOHU MarOTh CTalli CIIUCKH JOCTYIY, COPMOBaHI BIMITOBITHO IO POJICH
KOPUCTYBA4iB TaKUMHU YMHOM, 00 MOMIJIMBICTH 3allyCKy MPOIECY BiAMOBiAana HaBEACHIHA
Hyx4de Tabmuii 3.15. Tabnuis BinmoBinae HalOUTBII TPaHYILOBAHOMY BapiaHTY MMPOCKTYBAHHS
MOJYJIB cUCcTeMH. SIKIIO X mporec 3a0e3nedyBaTuMe J0CTYH OJHOYACHO 10 JEKUIBKOX Ipym
00’€KTIB, TOCTYII 10 HHOTO MIOBUHHI MaTH yCl KOPUCTYBAYi, SIKUM 1€l JTOCTYI HEOOXITHUM.

B Tabnuii BHKOpUCTaH1 TaKi MO3HAYCHHS:

—  «t» — KOPUCTYBa4 MO€ OTPUMATHU JOCTYI A0 IPOLECY;,

—  «»— KOpUCTYBad HE MOXKE€ OTPUMATH JOCTYITY JIO TIPOIIECY.
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Tabmuus 3.15 — Marpuust joctyny A0 Ipoliecis
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3BHuaiiHU KOpHCTyBay + — — + - - -
AnmiHicTpaTop Oe3nexu + + + + + + T
CucTeMHUH agMIHICTpaTOp — - - - - + +
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3.3.6 Jocmyn 0o mexHonozivyoi iHghopmauii

[IpaBa Ha ynMTaHHS Ta 3aMUC JAHUX 0 0a3u OOJIKOBHX 3aMHUCIB, MpaBa HA YUTAHHS Ta
3aMuc JaHUX PO 00’ €KTH 3aXMCTy Ta MPABO Ha MEPErisl )KypHaly peecTpalli TOBUHEH MaTh
JIMIIIE KOPUCTYBAY 3 POJUIIO AdmiHicmpamop be3neku.

[lpaBa Ha yuTaHHSA Ta 3MiHY 3Ha4€Hb MapaMeTpiB KOH(Irypamii cUCTEeMH, YUTAHHS
ONEepaTUBHUX JAaHUX IMpo poOOTy CUCTEMHU Ta OIEpaTUBHE KEPyBaHHS CHCTEMOIO
PO3MOAUISIOTECS MUK POJISIME AdMmiHicmpamop 6e3nexku Ta CucmemHull admiHicmpamop.

MoOXIUBICTh 4YMTAaTH Ta 3MIHIOBAaTH 3HA4YCHHs MapaMmeTpiB KoHIrypaiii, sxi
Oe3mocepelHbO MOB’SI3aH1 3 KEPyBaHHSAM [OCTYIIOM, MOBHMHEH MaTH JMINE KOpUCTyBaud 3
poILITIO AdMmiHicmpamop 6e3reku.

Jnst 3a0e3niedyeHHs MOMJIHMBOCTI KEpyBaHHS JOCTYIIOM J0 OO’€KTB, M0 MICTSTh
TEXHOJIOTMYHY IH(OpMaI[ll0, BUKOPHUCTOBYETHCS IapaMeTp KOoHQIypalii DO3BOJM Ha
nocTyn no TexuHoJyoriuxHol indopmanil. ller mapamerp BU3HA4ae NO3BOJIA Ta
3a00pOHH JT03BOJTY Ha YUTAHHS Ta 3alKC J0 KOXKHOI 31 CKIIaJJOBUX TEXHOJOTTMHOT H(pOpMAITi,
HaBeZeHux y m.3.2.7. Jns mapamerpiB KoH(irypamii 03BOJM HAMAIOTBCS JUISL TPyl
nmapamMeTpiB. 3Ha4YCHHsI 3a yYMOBYAHHSM Ui I[bOTO TlapamMeTpa HaBeleHe B Tabmuimi A.3
Honatky A. YactuHa 103BOJIB HE MOXe OyTW 3MiHEHA (BiIMOBIMHI 3HAYEHHS BUIUICHI B
TaOJIHITI CIPOIO 3aJIMBKOIO). 30KpeMa, JTO3BOJIM Ha JIOCTYI JI0 TEXHOJIOTTUHOI HdopMarlli Moxe
3MIHIOBATH JIUIIIE aIMIHICTPATOp OC3MEKH.

[lpaBo Ha 3amuc [0 KypHaly peecTpalii He HAJa€TbCsA KOAHIA PO, OCKUIbKU
peeCTparlito MO y IbOMY *KYpHAaIIl 3MICHIOE PO CUCTEMH.

3.3.7 Omomo>HeHHS

Y BuUNaAKy, KOJM KOPUCTYBady HEOOXITHO TIpaIoBaTh 3 JIOKYMEHTaMH, IIO
30epiraloThcs Ha 3HIMHOMY HOCII, Ha JEKUTbKOX KOMIT FOTepax, MOXKJIMBE BUHUKHEHHS CUTYaIlii,
KOJIA JTO3BOJIM Ha JTOCTYII JI0 JOKyMEHTa a0o 0a3u TOKYMEHTIB, HaJlaH1 Ha OJJHOMY KOMII T0Tepi,
HE MaTUMYTh CUJIM Ha HIIOMY (HE3aJeXHO BiJ TOTO YM BHKOPHUCTOBYE KOPHCTYBAa4 Ha PBHUX
KOMIT F0Tepax oJHe i Te K iM’s1). [IppunHa nomsrae B ToMy, 0 B CIIUCKAaxX JOCTYITY JJOKYMEHTa
Ta 6231 TOKYMEHTIB (5Kl 30epiratoThCs pa3oM B JOKyMEHTaMH Ta 0a3amu) 3a3HAYAETHCS HE IM’'S
KOpucCTyBaya, a Horo yHikanpHui ineHTU(KaTop — SID. Ili imeHTudikaTopy HIKOIKU HE
MOBTOPIOIOTECSA, TOMY Ha PIBHUX KOMII'IOTEpax OJWH 1 TOW K€ KOPHCTyBad MaTWMe piB3HI
SID’un. s Ttoro mo® 3amo0irTM Takii CcUTyaui 1 HagaTHM KOpPHCTyBayaM MOXIJIMBICTb
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MpaIloBaTl 3 JOKyMEHTAaMH Ha PBHUX KOMII IOT€pPaX, BUKOPHUCTOBYETHCS OMOMOXHEHHS
KOpPHUCTYBaYiB.

Jlis KOXKHOTO KOpHCTyBaya CHUCTEMH B 0a3i OOJIIKOBHX 3allMCIB MOXKE 30epiraTHCh
nepesik OTOTOXKHEHb — MepetiK KOPUCTYBAYIB HIIMX KOMIT F0TepIB (TOUHIIIE, HIMX HCTaSIIN
Windows), 3 skuMH BiH OTOTOXXKHEHHH. Y TepeliKy OTOTOKHEHb 30epiratoTbesi SID’u
KOPUCTYBAYiB.

OTOTOXXHEHHSI BCTaHOBJIIOIOTHCS TUIBKH JUISI 3BHYAHHUX KOPHCTYBAayiB Ta JUIS
aJIMIHICTpaTOpIB JOKYMEHTIB (POJIb AdmiHicmpamop OokymMeHmie MOXKE CYMIIATHCH 3 HIIMMU
aJIMIHICTPaTUBHUMH POJISIMH ).

Jnst Toro, moO BCTAaHOBUTU OTOTOKHEHHS, HEOOX{THO Ha OJHOMY KOMII I0Tepi
EKCIIOPTYBATH CIHUCOK KOPUCTYBAYiB Ha 3HIMHUM HOCIA, a TIOTIM Ha HIIOMY KOMII FOTEP1 IS
NEeBHUX KOPUCTYBaui BKa3aTH, 3 KuUM ix Tpeba OTOTOXXHUTU. [lopsok BCTaHOBICHHS
OTOTOXHEHb JTOKJIAHO MTUCAHUHN B TOKYMEHTI ,,JHCTpYKITiA aAMIHICTpaTOopa Oe3meku’”.

BukoHaHHs mTpaBUJ PO3MEXKYBaHHS JOCTYILY 3IIMCHIOETBCS 3  ypaxXyBaHHSM
OTOTOXKHEHb. SIK came BpaxOBYIOTHCSI OTOTOXKHEHHS, 3py4HO MOKa3aTh Ha mpukiani. Huxue
HaBeneHo [1P]] nuist 6a3 3 1oBipYMM KepyBaHHSM qocTynoM (us. 1. 3.3.1.1).

KopucryBau orpumye moctyn 10 0a3u JOKYMEHTIB, SKIIO BHUKOHYIOTHCS HaBe/EHI
HUXKYEe YMOBHU:

— KOpHCTyBady BCTAHOBJICHA POJIb 38uvalHul Kopucmysad,

— PpiBEHb JOMYCKy KOPHUCTYyBada HE HWXKUYMN 3a MaKCUMaJbHUI pIBEHb IOCTYILY
JIOKyMEHTIB ITi€1 0a3u;

— Y CHHUCKy JocTymy 6a3u oMy abo rpyri, 10 sIKOT BIH HaJeKUTh, HE 3a00pOHEHUN
LEW JTOCTYII;

— Yy CHHCKYy JAOCTylmy 0a3u oMy a0o Tpymi, 10 sIKOT BIH HalleXKHUTh, HaJaHUU LIel
JOCTYII.

3 ypaxyBaHHSAM OTOTOXHEHb 1€ MIPABUIJIO HA0Yy/Ie TAKOTO BUITIALY:

KopucryBau orpumye mocTynm 10 0Oa3u TOKYMEHTIB, SIKIIO BHKOHYIOThCS HaBE/CHI
HIUKYE YMOBU:

— HOMy BCTaHOBJIEHA POJIb 38uyaliHuli Kopucmysay,

— piBeHb JONMYCKYy KOpPHCTyBaua HE HIDKYMH 3a MaKCUMallbHUN pIBEHb JIOCTYIY
JIOKyMEHTIB ITi€1 0a3u;

— Y CIOHCKy JAOCTymy 0a3d 1LbOMY KOPUCTYyBauy, KOpHUCTyBauy, 3 SIKUM BiH
OTOTOXXKHEHUH, a00 TPyIIi, 0 AKO1 BIH HAJICKUTH, HE 3a00POHEHUN 1I€H JOCTYI;

— Yy CHOHCKYy JocTyny ©0a3u LbOMY KOPHCTYyBady, KOPHUCTyBady, 3 SKUM BiH
OTOTOXKHEHHUH, a0 TPyIi, 10 SKOI BIH HAJIECKUTH, HAJIAHUH 1[eH TOCTYII.

OTOTOXHEHHSI CTOCYETHCS TaKOX 1 BJIaCHMKa 0a3zu, TOOTO KOpHMCTyBau, SIKUM cTaB
BJJACHMKOM 0a3u Ha OJHOMY KOMII'IOTEepl, MOXXE 3aJMIIATHCH ii BJIACHUKOM Ha IHILIOMY
KOMIIT FOTepi 38 paXyHOK OTOTOXKHEHHSI.

3.4 NlopaTkoBi 3aco6u 3axucTy

3.4.1 3axucm 0okymeHmie

3.4.1.1 Hebe3neuni komanau Microsoft Excel Ta Microsoft Word

Jlesiki MOSKITMBOCTI, sIKi HagaroTh mporpamu Microsoft Excel ra Microsoft Word min gac
poOOTH 3 JOKYMEHTaMH, MOXYTh INpPU3BECTH J0 TNOpymeHHs Oesmexu iHpopMmarii Lle,
HaIPUKIaJl, MOKJIUBICTh 30€peXeHHs IOKyMEHTa Y (ailli, MOXXIMBICT CTBOPEHHS Ta 3aIyCKy
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BJIACHUX MAKpOCB Ta iH. BHYTpilHI KOMaHIW, SKI BIINOBITAIOTH TaKUM MOXKIIHMBOCTSM,
Ha3UBATUMEMO HebesneyHumu komaHOamu. Ilim dac poOOTH 3 TOKYMEHTaMH 3a JOIOMOTOIO
nporpamu 3axuweHi dokymeHmu HeOe3MeYH1 KOMaHAH YHEMOKIIHBITFOIOTHCSL.

[lepenikn HeOE3MEYHWX KOMAaH] BW3HAYAIOTHCS JBOMa MapaMeTrpaMu KOHQIypaili,
nepejyik HebelxneuHMxXx koMaHn Excel Ta nmepenik HeOesNeuHMX KOMAHI
Word. 3HaueHHs 3a YMOBYaHHSM JUIsi IIMX IapaMeTpiB HaBeaeHi B TaOmuisx A.4, A5
Jonmatka A. AIMIHICTpaTOp MOKE 3MIHIOBATH TEPENKA — JO0JaBaTH Ta BUAAISITH KOMaHIH.
KoMan iy, siki BCTAHOBITIOFOTBCS 32 YMOBYAHHSIM, HE MOXKYTh OyTH BUIAJICHI

3.4.1.2 1o3BoJ1eHi IA0I0HN TAa HA0Y/I0BH

Hdns  poborm B mporpamamu Microsoft Excel ta Microsoft Word wacro
BUKOPUCTOBYIOThCSI IIAOJIOHM, $IKI MOXYTh MICTUTH HEOE3NeYHl 3 TOYKM 30pYy 3aXUCTy
makpocu. Taky >k HeOe3lmeKy MOXYTh CKIaJaTd IpOLEIYpH, L0 MICTATbCA B TaK 3BAHUX
HanoymoBax (Addins ta COM Addins). [{ist Toro, mo6 HagaTH KOPHUCTYBauyaM MOKIHBICTH
BUKOPUCTOBYBATH HEOOXiNHI M I1a0JI0OHN Ta HaAOylI0BU, BUKOPHCTOBYIOThCS TaKi apaMeTpu
KOH (iryparrii:

— TIepesyiik mo3BOJIeHMX HanbymoB COM nynsa Excel;

— IHepesyiik mo3BOJIeHMX Hanmdbymos COM zmnna Word;

— nepesixk mospBoJyieHMX mWabyoHiB Ta HandbymoB Excel;

— IHepesyiik HOO3BOJIeHMX WmabjioH1B Ta Hanbymos Word.

Pazom 3 KoXHMM 1a6J0HOM a00 HaaO0yIOBOI 30epiraeThCsl KOHTPOJIbBHA CyMma
BinmoBinHoro ¢ainy (st HaaOynoB COM e ¢aiinm GiOMIOTEKH, SIKA MICTUTH peaiBalliro
BINMOBIIHOTO KJIacy).

Axmo mabnmon abo HaaOyaOBa 3a3HAYEHI B OJHOMY 3 IIMX MapaMmeTpiB 1 BIIMOBITHA
KOHTpPOJIbHA CyMa HE€ 3MIHUJIAaCh, BOHU BBAXKAIOTHCA OC3MEUHUMH 1 iX BUKOPHCTAHHS
J03BOJISETHCS. Bel iHIm mabmoHy Ta HaAOyI0BH ITiT 9ac POOOTH KOPUCTyBada 3 JTOKYMEHTaMHU
B cucteMi JIO3A-1 BITKII09aI0ThCAL.

3.4.1.3 3a6opoHeHi mporpamMu

Jnst Toro mo6 3MYyCHTH KOPHCTYBadiB MpPAIIOBATH 3 TEKCTOBUMHU JTOKYMEHTAMHU Ta
CIeKTPOHHUMH TaONMUISIMA TUTBKM 32 JOIMOMOTOK Tporpamu  3axuweHi  OoKymMeHmu,
BUKOPHUCTOBYETHCS 3a00pOHA 3allycKy Mporpam. 3a00pOHEH1 MporpaMu HE MOXKYTh OyTH
3amyIieHi Ha KOMI I0Tepi.

st Toro mo6 Bka3zatu, siki came Iporpamu € 3a00pOHEeHUMH, BUKOPUCTOBYIOThCS JBa
napamMeTpu KoHryparii:

— bixcoranl 3abopoHeH1 Nnporpamuy,

— OOHaTKOB1 3abOpOHEH1 NpOoTpaMM.

3a JI0MOMOroK0 MEpILIoro IapaMerpa MOKHAa 3a00pOHMTH BHMKOHAHHS YOTHPHOX
crangaptaux nporpam: Microsoft Word, Microsoft Excel, Microsoft WordPad ta Microsoft
bioknoT.

Hpyruii mapameTp 103BOJIsIE 3a00pOHUTH BUKOHAHHS Oy/lb-sSKAX HIMX mporpaM. Bin
MICTUTB TeperiK (aiiiiB, Mo BIIIOBIIAIOTH 3a00pOHEHUM TTpOrpamMam.

3.4.1.4 ucku nas 30epiranHst JOKyMeHTIB

Hns toro mo6 amgmiHicTpaTop O€3mekd MaB 3MOTY BKa3aTHh, Ji¢ camMe€ ITOBHHHI
30epiraTich 0a31 JOKYMEHTIB, BUKOPHCTOBYIOThCS TaKi MapaMeTpH KOHQIrypartii:
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— THyuYkil moucku nnusa 30epiraHHS IOOKYMEHTI1B;
— KOMNAaKT-OUCKM OJg 30epiraHHa OOKYMEHTI1B;
— BHiMH1 gucku nisa 30epiraHHS OOKYMEHT1B;
— XOopcCTkKl nucky nijasa 30epiraHHS ITOKYMEHTI1B.

VYci i mapaMeTpu MOXYTh IpUMaTH 3HA4eHHS Bci Oucku abo MIiCTUTH (PIKCOBaHUI
nepetik OykB, sIKi BIIMOBITAOTH AMCKaM TIEBHOTO THIa (HampuKiazn, F:, G:).

JlokyMeHTH 30epiraloThcsi B KOpeHeBiil marii 3a3HadeHoro aucka B mamii LOZADOocC.
KopucryBaui cucremMu He MarmOTh O€3MOCEPEAHBOTO JOCTYNY 1O IIi€l ManKd i OTPUMYIOTh
JOCTyn J10 0a3 JOKyMEHTIB Ta JOKYMCHTIB TUIBKH 3a JOTIOMOTOKO TPOTPAMHHX 3acO0IB s
poboTu 3 okyMeHTamH B3 ckiaay cuctemu JIO3A-1.

3.4.2 3abe3sneyeHHs1 6e3neku cepedosuuia

s 3abe3neueHHss OOMEXeHb Ha poOOTYy KOpUCTyBaduiB, nepenideHux B 1. 3.1.5
cucrema JIO3A-1 BincTexxye BUKOHAHHS MEpEIUEeHNX HUKYE BUMOT.

1) Mae Oyru BcTaHOBJIeHAa BUMOTa HaTHCKaHHs koMOiHaiil kiasim Ctri+Alt+Del min
9ac BXOAY /10 CHCTEMH.

2) B OC Windows XP mae Oyru BiIKIO4YeHAa MOXIHMBICTh 3allyCKaTH MPHKIAJIHI
nporpaMu Bin iMeHi iHmoro kopuctyBada. B OC Windows Vista/7 BkazaHa MOXJIMBICTh
30epiraeTbest (auB. 1. 3.1.5)

3) OC Windows XP/Vista/7 m03BONSIOTH MEPEBECTH KOMIT'IOTEP Y PEKUMH CHY
(hibernate) ta uexkanus (suspend). Cucrema JIO3A-1 3a00poHsIE BUKOPUCTAHHS [IUX PEIKUMIB,
OCKUIBKH {1 Yac BUXOJy 13 p&KUMY CHY aBTEHTHU (IKallisl KOpUCTyBaya B3arajii He BUKOHYEThCS,
a Ml Yyac BHUXOJY 13 CTaHy YeKaHHS aBTEHTUQIKAIIL HPOBOJUTHCS JHINE Yy BHUIAJIKY
BCTaHOBJIEHHS JI0/IaTKOBOTO MapaMeTpa, KUl aIMIHICTpaTOp MOKE HE BCTAaHOBUTH.

3a3HaueH1 HACTPOMKN BCTAHOBIIOETHCSA i Yac HcTansi cuctemu JIO3A-1.

[NepeBipka HacTpOIOK, siki BcTaHOBIIOE crctema JIO3A-1 3rimHo 3 nin. 1) — 3), ckiagae
3MICT onepallii [lepesipka 6eanexu cepedosuwa. SIKINO T 9ac oneparlii BUSBISETHCS MOPYIICHHS
Oe3reku, cucTemMa MOBIIOMIIE TPO BIANOBITHY MOMUJIKY. SIKIIO agMmiHicTpatop obupae s
0OpOOKM TOMHUJIKA OO JeHopyeamu (muB. 1. 2.6), BimmoBimHi Hactpoitku Windows
BITHOBJIFOIOTBCS 1 BUKOHYETHCS Tiepe3aBanTaxeHHs Windows.

3.4.3 Be3ane4He sudasieHHs (halinie

Jnst Ge3neuyHoro BujaaieHHs (¢ailliB 3aCTOCOBYETHCS Mpoleaypa Oe3MOBOPOTHOIO
BUJJICHHS (WIPE), siKa BUKITFOYA€ MOXKIIUBICTh BITHOBJICHHSI.

3.4.3.1 BunaJjieHHsI 00’ €KTIB 3aXUCTy

Cucrema JIO3A-1 3abe3neuye Oe3mneune (6€3 MOXKIMBOCTI BITHOBJICHHS) BUIATICHHS
GaiiniB, B AKUX 30epiratoThCsl Taki 00 €KTH 3aXUCTY.

— 0a3u TIOKyMEHTIB;

— JIOKYMEHTH;

— manku Ta (aiiyim, sKi 3HAXOIAThCS Y 3aXHUINCHUX MTAITKaX;

— manku Ta Qailiy. sKi 3HaX0IAThCs Ha 3aPEECTPOBAHMX 3HIMHUX JUCKAX;

— makd Ta (alau, SKi 3HAXOASIThCS Ha 3HIMHUX JIUCKAX, O SIKUX 3aCTOCOBYIOTHCS
MOJITHUKY 3HIMHUX JUCKIB;

— TEeXHOJIOTrHa HdopMaIli.
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be3neune BHIaNeHHS 3aCTOCOBYEThCS TaKOX y TOMY BHIIAJKy, KOJIH KOPUCTYyBad
HaMmaraetiics BuJanuTu (aiin abo0 mamky, skl 3HAXOJATbCA y 3aXMINCHIM mamnii B Kop3uHy
Windows.

3.4.3.2 BupajieHHst THMYacoBuX (aiiis

B cucremi JIO3A-1 mepenbadeHa MOXKIUBICTH aBTOMAaTUYHOTO BHAAJICHHS
THUMYacoBHX (aiiiiB. [[s riporo nmepeadaveHi Tpy mapaMeTpu KoHGIryparrii:

— BUOAJATU TUMMUYACOB1 dalim KOpUCTYyBaUlB;

— mepesyiik TMMUYaCOBUX [IAlOK;

— Iepeyiik TMMYacoBMX (Qanais.

[lepumii mapamerp Moke NpuiMaTH 3HAa4YeHHS Tak abo Hi. BiH Bu3Havae, um
BUKOHYETHCS] aBTOMAaTUYHE BUJAJIEHHS NANOK Ta (aifiiB, SKi MICTATHCSI B TAMYACOBUX MaNKax
KopucTyBayiB. Ko>kHUI KOPUCTYBau MOXKe MaTH JIBI TAMUYACOBI [TAIIKU, Ha 5Kl BKAa3yIOTh 3MIHH1
OTOYeHHS Temp Ta  Tmp. 3BWUYAliHO OOMJBI BOHHM  BKa3ylOThb Ha  TamKy
%USERPROFILE%\Local Settings\Temp.

[Mapamerp mnepesixk THMMYACOBMX I[1AIIOK MICTUTh TMeEpeliK TMarok, sKi
BB@KAIOTHCS TAMYACOBUMH. Y CiTANKK Ta (aiiiiy, sSKi MICTSTHCS B IIMX MANKaX, BUTAISIOTHCS.

[Tapamerp nepenix TuMuacoBmux OGamaipe MICTUTh Nepenik iMeH ¢ailmB, ski
BBAKAIOTHCS TAMYAcOBHMH. KoxHe iM’st MOke OyTH maldioHOM, TOOTO MICTUTH CHMBOJIH «?»
Ta «*». Yci paitnu, sKi MICTATHCS B Iepertiky ado BIIIOBIIAIOTH X0ua O 0JTHOMY 3 IIA0JIOHIB, 110
MICTUTBCSI B TIEPEITIKY, BUJATSIOTHCS.

Bunanenns tumyacoBux (paidyiB KOpUCTyBauiB, (ailiiB, SKi MICTATbCS B THMYAaCOBUX
mankax, Ta THMYacoBHX (ailmiB BimOyBaeTbcs Ha TOYATKy POOOTH CHCTEMH, I dYac
3aBepILeHHsI pOOOTH CHUCTEMH, MiI Yac BXOAY KOPHUCTYBAuiB JI0 CUCTEMH Ta Il 4Yac BUXOIY
KOPHUCTYBAYiB 13 CHCTEMH.

3.4.4 3abopoHa OpyKy

Cucrema JIO3A-1 Hagae MOKIMBICTD TTOBHICTIO KOHTPOJIIOBATH JAPYK JOKYMEHTIB, sIKi
00pOOJISIOTECS 32 JIONIOMOTOIO TMpOorpamMu  3axuwieHi OokymeHmu. JIJis IIOTO MOXYTh OyTH
BUKOPHUCTaH1 TaKi MEXaHBMU :

— BCTaHOBJICHHS JJ03BOJTY/3a00pOHH JPYKY JOKyMeHTa (auB. 1. 3.2.3.1);

— BCTaHOBJICHHSI ayJUTy JPYKy JOKYMEHTa, IO 3a0e3medye JOKIATHy PeecTparlito
noii apyky (muB. 1. 3.2.3.1);

— BCTaHOBJICHHS maposis Ha apyk (auB. 1. 3.3.2.3).

ITin yac poGOTH 3a TOMOMOTOK HIIMX MPOTPaMHUX 3acO0IB TEpesueHi MEXaHBMH HE
MOXYTb OyTH 3amisHi JJis TakMX BUMAJKIB Y CUCTEMi ImependadyeHa MOXKIMBICTh TTOBHOT abo
YacTKOBO1 3a00pOHU JPYKY, a TAKOK MOMIIUBICTE THMYACOBOTO JI03BOIY JPYKY.

Jlnst BcTaHOBJICHHS 3200POHU IPYKY BUKOPUCTOBYIOTHCS JIBA TTapaMeTpy KOH Pirypartii:

— crnocif 3abopoHUM OPYKY,

— o0byikoB1 3anmucu nusa 3ab0pOHU IPYKY.

[lepumii mapamerp BHU3HAYae, KOMy came 3a00pOHEHUH JIPYK, 1 MOXKEe MpPUWMATH Taki
3HAUCHHSL:

— HIKOMY (IpYK 103BOJICHUI BCIM);

— BCIM (Ipyk 3a00pOHEHUH BCIM);

— BciM kopuctyBauam cuctemu JIO3A-1, kpiM anMiHiCTpaTOpiB Oe3meKH;

— BcM KopuctyBadam cucremu JIO3A-1, kpiM aAMIHICTpAaTOPIB TOKYMEHTIB;
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— BciM kopuctyBadam cuctemu JIO3A-1, kpim anmiHicTpatopiB Oe3nekd Ta
JIOKYMEHTIB;

— cIeniaibHa HaCTpOHKa.

Axmo mapamerp crnoci® =3abopoHM OPYKY Ma€ 3HAYEHHS cleljiajibHa
HacTpoMKka, JAPYK 3a00pOHSETHCS A OOJIKOBHX 3alMCiB, SIKI MEpesideHi B IMapaMmeTpi
obnikoBi szanmcu nnas 3abOpoHU IOPYKY.

3a0opoHa JpyKy, sIKa BU3HAYAETHCS 3a3HAYCHUMH TapaMeTpaMy, BCTAaHOBIIIOETHCS HA
MOYaTKy poOOTH CHCTEMH Ta M1 4ac KOKHOTO BXOy KOPUCTyBaua J0 CUCTEMH.

Juist TOro, 06 THMYACOBO JO3BOJINTH KOPUCTYBAYY JPYK, HE BUMAararouu HOTro BUXO.TY
B CHUCTEMH, aJMIHICTpaTOp MOXE CKOPUCTATUCh YTHIITOIO [TomidyHuK admiHicmpamopa, sKa
3axoauTh y manii %LOZA%\Lib (daitn AdminAssistant.exe).

[Ticns 3amycKy YTWJIITM aAMIHICTpaToOp IMOBMHEH BKa3aTH CBOE IM’s, Mapoib Ta
BCTAaHOBHUTH KIIOYOBHHA IUCK (OCTAaHHE — SIKIIO IapaMeTpa [NepeBipsaTy KIIOUOBUM
IMCK Iinm uyac Bxoay mno Windows Mae 3HauYeHHS Tak). YTHIIITa Hajaae
MOXXJIUBICTb THMYAacOBO JIO3BOJUTH JPYK. AJMIHICTpATOp BKa3ye TaKOXK «TEPMIH Iib
TUMYaCOBOTO JI03BOJY Ha JAPYK, OOMPAIOUU OJIMH 3 IBOX BapiaHTIB:

— 0o 3abopoHu OpyKy admiHicmpamopom — 11€ O3Ha4ae, IO NI BITHOBJICHHS 3a00pOHHU
JPYKY aAMIHICTPaTOp IIOBHHEH 3HOBY CKOPHCTATHCh YTHIIITOKO [TomiyHUK admiHicmpamopa;

—  roku 8cmaHoerneHul kmo4osul duck admiHicmpamopa (L€ BapiaHT AOCTYITHUUN JIMILe
TOM, KOJNHM TapaMeTp I[epeBipsaTy KJIIOUOBMIM IOMCK 1O uYac BxXOAY HO
Windows Mae 3Ha4YeHHs Tak).
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4 lMepeBipKa UWiNiCHOCTI NporpamMHoOro cepeaoBsuLla

LIuTiCHICTh TPOTPaMHOTO CePeIOBUIIA MIITPUMYETHCS 32 PAXyHOK MEPEBIPOK IUTICHOCTIL
[lepeBipkd BHUKOHYIOTHCS aBTOMATHYHO, aji€é B pa3i HEOOXITHOCTI aaMIHICTpATOp MOXeE
HIIIFOBaTH Oy/Ib-sIKy IEPEBIPKY 3a JOMOMOTOIO IIPOTpaMu MoHimop 3axucmy.

4.1 3aranbHi npaBuna nepeBipku

[Tapamerp koH@irypaui o6’ exTu nyisa nepeBipxm LijicHoCTi BU3HAYAE,
IO caMe MiIArae mepeBipill, a TAKOXK J03BOJIIE BCTAHOBUTH PEXUM IEPEBIPKH.

Mo>xe OyTu nepeBipeHa LUTICHICTh TaKUX 00 €KTIB:

— (aiinu Ta nanku,

— pO3IUIM Ta MapaMeTpU CUCTEMHOIO PEECTPY;

— 3aBaHTaXYBaJIbHi CEKTOPH JKOPCTKUX JMCKIB KOMIT I0Tepa;

—  00JIKOBI 3aMUCH.

Jis KO’)KHOTO BHAY 00’€KTIB BCTaHOBJIOETHCS PEXUM IepeBipku. [lepeBipku MOXKYThH
BUKOHYBATHCh:

— TIpH cTapTi

— TepioJuyHo;

— TOCTIAHO (TUIbKM (aiijIy Ta Manku 1 po3AUTd Ta mapaMeTpu peecTpy).

[epeBipka mpu cTapTi € 000B’SI3KOBOIO, SIKITI0 BCTAHOBJICHA MEpioanyHa ado MoCTiiHA
nepeBipka.

[lepiomuuna mepeBipka O3HA4Ya€ MPOBEACHHS TMEPEBIPOK 3 IHTEPBAJIOM, SIKHH
BH3HAYAETHCS MapaMeTpoM KoHpirypaui nepionmuuuicTes nepeBipok uimicuHocTi
(BiH 3a/a€ Yac y XBUITMHAX).

[TocriiiHa mepeBipka — 1€ MepeBipka “y pealbHOMY yaci’, CUCTeMa pearye Ha 3MiHU
onpa3y micisl iX BUHUKHEHHs. [[nsl mpoBeneHHS MOCTIAHOI MEepeBIpKU BUKOPHCTOBYHOTHCS
3acobu Hotudikani Windows, Tomy BOHa He BUSBIISE 3MiH, 110 BUHUKIN ITICTS] BUKOPHCTaHHSI
0e3rmocepelHbOT0 JIOCTYIy JIO JKOPCTKOTO AWCKA (HAampHKIAd, 3a JOMOMOTOK IPOTpaMu
DiskProbe). SIKmo icHye 3arpo3a BUHUKHEHHS TaKMX 3MiH, JUIsI BCIX BB 00 €KTB CIil
BCTAHOBUTH TIEPIOJIMYHY TEPEBIPKY IMUTICHOCTL. Y MPOTUIICKHOMY BHIAIKy MEPIOJAUYHO
MepeBIPATH LUTICHICTH (aiiiIiB Ta MamoK i po3/UTB Ta MapaMeTpiB peecTpy HEe Mae MOTpedOH —
JUTst 3a0€3MedeHHS IIUTICHOCTI JOCUTh MOCTIAHOT MEPEBIPKH.

SIkmo mapamerp o060’ exTM nOyisa  HepeBipky  UisicHocTi BU3HAa4ae
NEPEeBIPKY 3aBaHTAXYBAJBHUX CEKTOPIB, IEPEBIPSIOTHCS BCl 3aBaHTAXYBAJIbHI CEKTOPHU
(BUYHUX Ta JIOTTMHUX TUCKIB.

Jns  ¢aitnoBoi cuctemu, peecTpy Ta OOJIKOBHUX 3alUCIB Iepesik 00’€KTiB, IO
NIEPEBIPSIOTHCS, BU3HAYAETHCS JIOTATKOBUMH TTapaMeTpaMHu, sIKi OTMCaHi HWK4e, y . 4.2, 4.3
ta 4.5. Pasom B ¢aiinmamu, mankamu Ta po3AUIAMU PEECTPY MEPEBIPSETHCS IUTICHICTh IXHIX
JECKpUNITOPIB Oe3meku (yist (hailJIiB Ta MaroK — y TOMY BHUITQJIKy, KOJIM BOHHM 3HAXOJSATHCS Ha
tomax NTFS).

J171st KO’KHOTO BULy 00’ €KTIB MepeBipku POpPMYeThCS 1 3araM’ ITOBYETHCS BIIITOBITHUM
“pimbuTox”. Ilin yac mepeBipku Takuil ke “BIIOMTOK” (QOPMYETHCS 3HOBY 1 MOPIBHIOETHCS 3
nornepenHiM. Y pe3ynbpTari MOPBHSAHHSA cHUCTeMa POOUTh BUCHOBOK MPO HASBHICTh 3MiH, a
BIITaK 1 MOPYILIEHb IUTICHOCTL
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Jns  dopmyBaHHS BiIOMTKAa BCIX OO0’€KTIB, KpIM 3aBaHTaKyBaJlbHUX CEKTOPIB,
BHUKOPHCTOBYIOTBCSI KOHTPOJIbHI cymH (1. 4.6). 3aBaHTa)XyBaJIbHi CEKTOPHU 3allaM’SITOBYIOTHCS
Oe3mocepenHbO.

OxpiM BUSIBJICHHS 3MIH HiI 4Yac NEPEeBIPKM MOKJIMBE BUHHMKHEHHS CUTYaI[ld, SIKi
3aBaKAIOTh 1l MPOBEJCHHIO. 3a CTYIEHEM BaKIMBOCTI BOHM MOAUIIOTHCS HA MOMMIIKH Ta
HOTEPEIKEHHSL.

Momunku — 1€ CHUTYyaIli, SKi MOBHICTIO a00 YacTKOBO YHEMOKJIMBIIOIOTH TEPEBIPKY
(HampuKiIaa, BiTMOBA B JOCTYIT 10 (haifry, sSIKMH TIepeBIpSETHCS). Y pa3i BUSBICHHS TTOMHUIIKA
IUTICHICTh BBAXKAETHCS MOPYIICHOIO.

lMornepedxeHHss BUHUKAIOTH Y TOMY BHIAJKy, KOJIM BHUSBISETbCA HEKOPEKTHICTbH
rmapamMeTpiB MepeBipKu (HAIpHUKIaA, OJHA 13 3a3HAYCHUX JIA MEPEBIPKM MoK MICTHTHCS B
). Taki cuTyaui He MEpelKo/HKalOTh MPOBEACHHIO MEPEBIPKM 1 HE BBAXKAIOTHCA
MOPYIICHHSIMH IIUTICHOCTI.

I[epeBipku LUTICHOCTI 31 CHIOIOTHCS i Yac mepedyBaHHsS CHCTEMH B pOOOYOMY CTaHi
Ta B CTaH1 MPO(UIAKTUKH.

VY pasi BUSIBJICHHS TOPYIIEHHS IUTICHOCTI CHCTeMa 3/IiCHIOE aBapiiiHe 3aBepIlicHHS
po6oTtu (1. 2.4) abo MepexoANTh Y CTaH BITHOBJICHHS — B 3aJIS)KHOCTI BIT 3HAYEHHSI ITapaMeTpa
KOHQIrypamii peakilis Ha nopymeHHs LijicHocTi. KMo 3MHCHIOEThCS aBapiiiHe
3aBepUIcHHsS pOOOTH, Ha TMOYATKy HACTYyMHOTO CEaHCy CHCTeMa IMOTpalise B CTaH
BIIHOBJIECHHSI.

V craHi BITHOBJIEHHS MOCTIHI Ta NEPIOANYHI IEPEBIPKU HE TPOBOAATHCHL.

[lin yac BUx0my 31 CTaHy BITHOBJICHHS JJIsl BCIX BHUIB 00 €KTIB, /IS SIKMX 3a3HA4YCHA
nepeBipKa MpHU CTapTi, 3HOBY MPOBOUTHCS MEPEBIPKa IUTICHOCTL. Buxin 3i cTaHy 3AiCHIOETHCS
JUIIEe B TOMY BHTIAJIKY, KOJIU TepeBIpKa HE BUSABJIISAE 3MiH (II€ 03HAYa€, IO BITHOBJIECHHS OyI0
NpOBEJCHE YCIIMHO). Y BHUMNAJAKy BHSBJICHHS 3MIH HPOTPaMHOTO CEpeIOBUINA CHUCTEMa
3aJIMINAETHCS B CTaH1 BITHOBJICHHS. .

3BIT IPO KOXKHY TEPEBIPKY, KA MICTUTh BIIOMOCTI PO BCi 3HAWICHI Ta MPHIHSATI
3MIHH, TIOMUJIKA Ta TMOMepemKeHHs, 30epiraeThest y daimi. s xoxHoi rpynu 00’€KTiB, 110
MEPEBIPSIOTHCS, MOXKe OyTH 3afaHuil OKpeMuil (paiin 3BITYy (ane He 3a00pOHSAETHCS 3a3HAUUTH
JUIs BCIX 3BITIB OJIH (ailin). IMeHa (aiiniB BU3HAYAIOTHCS TAKUMH ITapaMeTpaMu KoH (iryparii:

— 1M’'sg danny 3BiTy OpPO HepeBipky uUijgicuHocTi dannuis Ta
1arok,

— imM’a o¢anny 3BiTy npo mnepeBipky uismicHocTi po3amiir Ta
IapaMeTpiB peecTpy;

— im’'s# banny 3B1iTY Ipo nepeBipky UijiicHocTi
3aBaHTaXyBaJIbHUX CEeKTOPiB;

— 1iM’'sg odanny 3BiTYy OPO IepeBipky ULijicHoCTi o0OJiIKOBUX
3anmcis.

Jns koxkHOTO 3 (palimiB MOXe OyTH 3aJaHUi TpaHUYHHH PO3MIp, IS I1HOTO
BHKOPHCTOBYIOTBCSI TaKi ITapaMeTpH:

— TpaHMYHMM Ppo3Mip dbamny 3BiTy npo nepeBipky uijgicrHocTi
darnair Ta mamnokx;

— TpaHMUYHMM Ppo3Mip damny 3BiTy npo nepeBipky uijgicrHocTi
pO3AUIiB Ta mapaMeTpiB peecTpy,

— TPpaHMUYHMM po3Mip danny 3BiTy nOpo nepeBipky uijgicrHocTi
3aBaHTaXyBaJIbHUX CEeKTOPiB;
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— TpaHMUYHMM POo3Mip damny 3BiTy npo nepeBipky uijgicrHocTi
0BOJI1KOBUX 3anmcisb.
VY pasi nepeBULICHHS TPAHHYHOTO PO3MIPY CTapi 3aiCcH BUAAISIOThCS 3 (haiy.

BizomocTi mpo ocTaHHIO MPOBENEHY MEPEBIPKy MOXKHA MEPETITHYTH 3a JOMOMOTO0
nporpaMu Moximop 3axucmy. Ilin yac nepeOyBaHHS CHCTEMH B CTaH1 BTHOBJICHHS 115 Iporpama
JTO3BOJISIE TAKOXK TTPOBECTH MEPEBIPKY Ta MPUUHSATH 3MIHU B CKJIaJli MPOTPaMHOTO CEPEOBUIIA.

4.2 MNepeBipka channiB Ta nanok
4.2.1 NMapamempu nepesipku

[epenik (aiiniB Ta mamok, siKi NEPEBIPAIOTHCSA, BU3HAYAETHCA TAKUMHU MapaMeTpamMu
KOH (iryparrii:

— Hepeyiik Tunie danniB nnudg nepeBipkxm uimicHocTi;

— TIepesyik mamnok nJjsg rnepeBipku uijgicHocTi;

— IepeJyiik @nanok, nOjad sSKMX He 3O1MCHOETbCS IepeBipka
uisgicHocTi;

— nepenik ¢amnir nsisa nepeBipku UimicrHOCTi;

— nepeyik ©®annis, OIS [AKMX He B3IO1MCHIOETLCHA I[IepeBipka
uinicuHocTi.

Tun ¢aiiny BU3HAYAETHCS 32 HOTO po3mmMpeHHsM. [lepeBipIli mimIsaraoTh yci mMankd Ta
daiiin, sSKi BU3HAYAIOTHCS MEPIIMMHU JBOMA IepenikamMu (ycl 3a3HadyeHi Nanku Ta Bci (aitinm
3a3HAYCHUX THUITIB, SIKI 3HAXOIATHCS B 3a3HAYCHMX TAaIKax), Ta, 10JaTKOBO, Yci (aitinu, BkazaHi
B ueTBeproMy mepeniky. [lamku, BkazaHi B TpeTbOMy IeperniKy, Ta ¢ailin, BKa3aHi B
OCTaHHBOMY IEPEITIKY, HE TIEPEBIPSIOTHCS.

JIyist KOXKHOT IManKu B APYroro MepetiKy MOKHA 3a3HAYHTH, IO MEepPeBIPKa CTOCYETHCS
BKJIQ/ICHUX TAMOK, — Y TPOTUJICKHOMY BUIIAJIKY MIEPEBIPATUMYTHCS JUIIE Taki 00’ €KTH:

— cama marka — Ha BUJaJICHHS Ta 3MIHU JECKpUIITOpa OC3IeKu;

— (aiinm, mWO B HIid 3HAXOMATHCS, — Ha 3MIHU, BUIAJCHHS, CTBOPCHHS Ta 3MIHHU
JIECKPUTITOPIB OE3MEKH;

— BKIQJEHI Hanku mnepmoro piBHA (0e3 (aiiiiB, fki B HUX 3HAXOAATHCS) — Ha
BUJIAJICHHS, CTBOPEHHS Ta 3MIHH JICCKPUIITOPIB OC3IEKH.

B ycix mepenikax (aiiiiB Ta Mamok JO3BOJIIETHCS BUKOPUCTAHHS 3MIHHOI OTOYCHHS
Windows, a Takox psiaka %LOZAY, sikuii mo3Hayae kopeHeBy nanky cucremu JIO3A-1.

[lapamerp nepenik Tunie dannie njas nepeBipku uLismicHocTi cmig
BCTQHOBHUTH TaKMM YHMHOM, 1100 mepeBipsutuch BCi (aiiau, sKi MOXKHA BBaXKaTH QaiiiamMu, 110
BUKOHYIOTBCS, — Oe3mocepeiHbo (K, Hampukia, daitmm *.exe ta *.dll abo ¢aiinu crenapiis

*.cmd) abo omocepenxoBaHo (K, Hanpukiaz, ¢aimu apaiiBepiB *.drv abo ¢aitnu madioHB
MS Word *.dot).

s Toro mo0 3abe3neynTH MepeBipKy IUTICHOCTI BCIX MPOTpaMHUX 3aCO0B CHCTEMHU
JIO3A-1, nansa mapameTpiB rnepesiik  Tunie  bangiB  mia  nepeBipkwu
nijnicrHoCTi, Hepeliik NaloK IJd IIepeBipkM UijicHocTi Ta Hepesik
barnie nma nepeBipku UisicHoCT1 BHU3HAYEHI 000B’s3KOBi einemeHTH (iX He
MOXKHA BHUJQIATH i1 YaCc KOPUTYBAHHS 3HA4YCHb BINNOBIMHUX mapamerpiB). Binmosinui
BinoMocTi HaBeeH1 B Tabnuii A.1 y Jlomatky A.
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4.2.2 Xapakmepucmuku, siKi nepeeipsirombcsi

[Tin wac ¢opmyBanHs “BiOMTKAa” 3amam’sSTOBYEThCA TIEpENK MANOK 3 iXHIMH
neckpuntopamu 6Oesnexku (s TomiB NTFS) Ta mepenik ¢aiiniB 3 XHIMH JeCKpUNITOpaMHU
oesnexu (it TomiB NTFS) i koHTposbHUME cymMamu (11. 4.6).

VY pe3ynbpTati HepeBIipKH MOXKYTh OYTH BHSBIJICHI TaKi OPYIIEHHS IIUTICHOCTI:

— 3MiHeH1 (aitnu;

— HOBI (haiinm;

— BUJAJICHI paiu;

— 3MIHEHI JJeCKpUnTopu Oe3nexu (aiiiis;

— HOBIIIAIKH,

— BHJAJIECHI HAIKH,

— 3MIHEHI JECKPUNITOPU OE3IEeKH TaIoK.

4.3 MNepeBipka po3ainiB Ta napameTpiB peecTpy
4.3.1 NMapamempu nepesipku

[lepenik po3auTiB Ta mapameTpiB PEECTPY, SKI MEPEBIPSIOTHCS, BU3HAYAETHCS TaKUMH
napameTpamy KOHQIryparii CHCTEMH :

— Imnepenik pos3nisip peecTpy OJ4 NepeBipkM LijJicHOCTI;

— nepenixk po3nminie peecTpy, IOJ8 HSKMX He 3IO1MCHIOETHCSH
nepeBpipka uijicHocTi;

— IHepeJjlik HapaMeTple peecTpy OJjid HepeBipkM L1JiCHOCTAI,

— IepeJylik HnapaMeTpiB peecTpy, IJid SAKMX He 3I1MCHOETbLCSH
neperipka uimicaocTi.

[lepeBipiii miIArarOTh yYCi PO3AUTM Ta TMMapaMeTPH, sIKi BU3HAYAIOTHCS MEPIIM
niepentikoM (yci 3a3HaueHi pO3JIUTH Ta BCI TapaMeTpH, SIKi 3HAXOASTHCS B 3a3HAYCHHUX PO3/UIAx),
Ta, JOJATKOBO, yCi MapaMmeTpu, BKa3aHi B TPEThOMY Iepeniky. Po3aimm, BKa3aHi B JApyromy
HeperiKy, Ta TapaMeTpH, BKa3aHi B UETBEPTOMY TEPEIIKy, HE IEPEBIPSIOTHCS.

JUis KOXKHOTO PO3IUTy 3 MEepIIoro Mepeiiky MOXKHA 3a3Ha4uTH, [0 MepeBipka
CTOCYETHCSI BKIIQJCHUX MIAPO3LTIB, — Y IPOTUIIEKHOMY BUIA/IKy ITEPEBIPATUMYTHCS JIUILE TaKl
00’€eKTH:

— caM PO3IUT — Ha BUJIAJICHHSI Ta 3MIHU JECKPUTITOpA OC3IEKH;

— TapaMeTpH, 10 B HbOMY 3HAXOIAThCS — HA 3MIHU, BUIAJICHHS Ta CTBOPCHHS;

— BKIAJEHI pPO3AUIM TEPIIOro piBHSI — HAa BHUJAJICHHS, CTBOPECHHS Ta 3MIHHU
JIECKPUTITOPIB OC3IICKH.

Hnst Ttoro mo0 3a0e3neyuTH TMEepeBIPKY IUIICHOCTI PO3AUIIB PEECTpPY, Yy SIKHUX
30epiratoThcsl MmapaMeTpu KoH(Iryparlii cucTeMu, 10 MapaMmeTrpa nepejiik pos3nisis
peecTpy Inna nepeBipkm uismicHocTi  000B’S3KOBO BKIIOYAETHCS  PO3ILT
HKEY_LOCAL_MACHINE\SOFTWARE\NIlavtoprom\LOZA-1 1 BU3HAYA€THCS MEepeBIpKa BKIAJAECHUX Y
HbOro po3avriB (muB. Tabmuiw A.l1 y Jlomatky A). Bumanutu ned posaut B mepertiKy
HEMOJKJTUBO.

4.3.2 Xapakmepucmuku, siKi nepesipsirombscsi

Ilin vac dopmyBanHs “BIIOMTKA” 3amaM’sSTOBYEThCS NEPEIIK PO3AUIB 3 IXHIMH
JICCKPUIITOpaMHU O€3MeKnu Ta Mepesik mapaMeTpiB 3 IXHIMH KOHTPOJIBHUMU CyMaMmH (JIUB.
. 4.6).

VY pe3ynbTati nepeBipKu MOXKYTh OyTH BHSBIICHI TaKi MOPYIIEHHS IUTICHOCTI:
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— 3MIHEHI [TapaMeTpH;

— HOBIIIapaMeTpH;

— BUJAJICHI MapaMeTpu;

— HOBI1pO3IUIH;

— BUJAJICHI pO3ALTH;

— 3MIHEHI JECKpUTITOPH OE3MEKH PO3ILTIB.

4.4 MNepeBipKka 3aBaHTaXyBaNbHUX CEKTOPIB

[lepeBipsrOThCS 3aBaHTAXKYBaJbHI CEKTOPU BCIX (BUYHUX Ta JIOTMHUX TUCKIB. J{is
NOJAIBIIMX TMOPBHSIHB 3allaM’ATOBYETHCSI HE KOHTPOJIbHA CyMa CEKTOpa, a BEChb CEKTOp
6e3nocepeHbo (Ll€ HE BUKIMKAE HAJAMIPHUX BUTPAT AMCKOBOTO MPOCTOPY, OCKUIBKM OJAWUH
3aBaHTAXyBAJIBHHUH CEKTOp 3aiimMae 512 GailTiB).

VY pe3ynbTari nepeBipKH MOXKYTh OYTH BHSBIJICHI TaKi MOPYIIEHHS IUTICHOCTI:

— 3MIHEHI CEKTOPH;

— HOBI CEKTOpH;

— BUJAQJICHI CEKTOPH.

4.5 MNepeBipka o6nikoBMx 3anucie
4.5.1 NMapamempu nepesipku

[TepeBipsitoTBCSL BC1 OOJIKOBI 3amucH, sKi MICTATBCS B 0a3i oOunikoBux 3amucie OC, 3a
BUHATKOM THX, $KI 3a3HauyeHl B mapaMeTpli KoHQIrypaui nepesik o00OnikoBUX
3anmMciB, OJS AKMX He 3IO1MCHIOETLCS INepeBipka LijmicHocTi.

4.5.2 Xapakmepucmuku, siKi nepesipsiromscsi

[lin yac dQopmyBaHHa “BinOMTKa” 3amaM’sITOBYETHCS MEPETK OOJIKOBUX 3alMCIB
JOKaTbHUX TPy Ta KOpUCTyBauiB. [l KOKHOI Tpymu 3amam’sITOBYIOTBCS il WieHH, s
KO’KHOTO KOPHCTYBaya — IHTETpaJibHa KOHTPOJIbHA cyMa (uB. 1. 4.6) yciX 10TO BIIACTHBOCTEH
IMEH1, TOBHOTO IMEHI, CIIEHAPII0 BXOY, TOMAIIHKOI ITAITKK Ta iH.

VY pesynbTraTi mepeBipKd MOXKYTh OyTH BUSBJICHI TaKl MOPYIICHHS UTICHOCTI:

— HOBITpyNH;

—  BUJIAJICHI IPYIU;

— HOBIWIEHH TPYII;

— BUJIAJICHI YWICHH TPYII;

— 3MIHEHI KOpUCTyBaul;

— HOBIKOpPHCTYBaui;

— BUJAJICHI1 KOPUCTYBAYL

4.6 O6YMCNEHHSA KOHTPONIbHUX CYM

Jns BimcTesxkeHHS 3MiH 00’€KTiB ((haidiiB, mapaMeTpiB peecTpy Ta OOJIKOBUX 3aIlHUCIB)
BUKOPHCTOBYIOThCSI IXHI KOHTPOJIbHI CyMHU — CIIEILliJIbH1 YHUCIIA, SKI 3 BUCOKOIO HMOBIPHICTIO €
VHIKaJTbHUMU JJIs1 BMICTY 00’ €KTa.

KoHTponpHI CyMH MiIpaxOBYIOTbCS 3a JOIOMOIOI0 MOIIMPEHOI0 METOMY, KU
Ha3UBAEThCS IMUKIMHUM KOoHTposieM 3a HaamuikoM (CRC — Cyclic Redundancy Check). Bin
3abe3nedye BUSABIECHHS 3MiH 3 iMOBipHicTIO 1-2", 1€ n mo3Ha4yae PoO3PAMHICT KOHTPOJIBHOI
cymu. Jlns minpaxyHky oOpaHo n =32, TOMY BiANOBITHA WMOBIPHICTh JOPIBHIOE MPUOIU3HO
0,99999999976.
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Sk aitbHMK oOpaHo 33-po3psumHe mictHamugaTkoBe yuciao 104C11DB7 (Bono €
CTaHAPTHUM JIJISl IIPOTOKOITIB EtherNet, a Tak0’K BUKOPHCTOBYETHCS MOMMPEHUM apXiBaTOPOM
WinzIP). Jlnsi mpHUCKOpPEeHHS MpOoIecy OOYMCICHHS KOHTPOJBHHX CYM BHKOPHCTOBYETHCS
TaOIUYHHUNA METO/,.
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5 PeecTpauisa nogin

[Tin wac pobotu cuctemu BinOyBaeThCSA peecTpaiis pBHOMaHITHUX momid. Lli momil
MOUISIFOTHCS Ha JIB1 TPYIHU:

— Tojii, moB’s13aHi 3 pOOOTOIO0 CHCTEMU;

— TIOJiil, TOB’sI3aH1 3 PEECTPAITIEIO Jili KOPUCTYBAYIB.

[ToBHuit epenik momii, siki peectpye cucrema JIO3A-1, nasenennit y Jlonatky b.

5.1.1 Peecmpauist noditi, noe’sizaHux i3 po6omoro cucmemu

Sapo cucremMu peecTpye BCi BaXIMBI MO, sKi MOB’si3aHi 3 1l pyHKIioHYBaHHsIM. Lle
Taki MOJi, SK MOYaTOK POOOTH Ta 3aBEpIICHHS POOOTH CHCTEMHU, BUSIBICHHS MOPYIICHb
[UTICHOCTI, IPUUHATTS 3MIH y CKJIaJil MTPOTPaMHOTO CepefoBHUIA 1 T. iH. BOHH MOXyTh Matu
THI IHghopmauisi, [MornepedxerHst a00 Momurika.

Jlis peectparii nux momid (3rinHo B 3arampHONpUiiHATAMU B WINAOWS mpaBHIaMu)
BHUKOPHCTOBYEThCS JKypHAI IPUKITAIHUX TIporpam (XKypHan npunoxerud, Application Log).

[Tonii peecTpyroThCs Bim iMeH1 kepena LOZASystem. BoHu posnojvieHi Ha KaTeropii,
HaBeJleH1 B Ta0umii 5.1.

Tabmuus 5.1 — Kateropii moaii

Hassa [TosicHeHHs
Po6ora cucremu [louaTok Ta 3aBeplIEHHS POOOTH CUCTEMH,
3MiHa CTaHy CHCTEMH Ta iH.
[uticHicTh BusiBiieHHs mopyiieHb HUTICHOCTI, TPUHHSTTS
3MIH Ta H.

5.1.2 Peecmpauis Oiti kopucmyeadie

Jlist peectpaitii i KOPUCTYBaYiB BUKOPUCTOBYETHCS XypHar peecmpayii (muB. 1. 5.1.3).
BinnosinHi moail MatoTh THII Aydum ycrixie a00 Aydum eidmoe 1 peeCTpyIOThCS BII IMEH1 JKepena
LOZAAudit. Y pa3i, KoJId KOPUCTYBa4 OTPUMYE JO3BUT HA BUKOHAHHS JIii, pEECTPYETHCS OIS,
KA Ma€ TUIl Aydum ycnixie, y TPOTUJICKHOMY BUMAJIKy — MO, SKa Mae TUI Aydum 6iOMos.
[Monii mxeperna LOZAAudit po3moIieHI Ha KaTeropii, HaBeaeHi B Tadumii 5.2.

Tabmuus 5.2 — Kareropii moai

Ha3Ba IlosicHeHHs

Bxin/Buxin Bxin xopucrtyBauiB 10 cucremu JIO3A-1,
3MiHa MMapoJjsi KOPUCTyBaya, BUXL 3 CUCTEMHU
Ta H.

Po6ora 3 nporpamamu 3amyck Ta 3aBepIUEHHS poOOTH MPUKIAJTHHUX
IpOrpaM CUCTEMHU

KepyBanns noctynom KopuryBannsi 06asu OOJIKOBHX 3alUCIB Ta
JAHUX PO 00 €KTU 3aXUCTY

KepyBanns cucremoro 3MiHa  CTaHy  CHCTE€MHM,  BHM3HAuUCHHS
IIOYaTKOBOIO CTaHY I HAacCTYITHOTO CEaHCy
poOoTH Ta iH.

Kondirypartist YuTaHHs Ta 3MiHA 3HAY€Hb IapaMeTpiB
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KOH (hiryparrii

JlocTyn 10 TOKYMEHTIB YuTaHHs, KOPHTYBaHHS, JPYK JOKYMEHTIB,
KOpPHUTYBaHHSI aTpHOyTIB JOCTYITY TOKyMEHTIB
Ta H.

Joctyn 10 6a3 TOKyMEHTIB UutanHs 06a3u, CTBOPEHHS JOKYMEHTIB,
KOpHUTYBaHHs 0a3u Ta iH.

JlocTyn 70 3aXHINCHUX ITaroK YuTaHHS Ta 3amuc Mmamok Ta (aiimiB, sKi
3HAXOMSATHCS Y 3aXUIICHIN Marili

Joctyn 10 3HIMHHUX JTUCKIB UutaHHs Ta 3amuc mamok Ta (aimB, sKi
3HAXOMSTHCS Ha JTIUCKY

JlocTyn 10 3aXUINICHUX MTPOIECIB 3amyck mpoiecy

Y ToMy BHNAaJKy, KOJIM BHACIIOK 30010 peecTpallis MOl y >XypHall peecTparlii
HEMOJXXJIMBA, MOl PEECTPYIOThCS B JKypHauli mnpukiamHux nporpam Windows Bin iMeHi
JoKeperna LOZAAudit (TTicist moJIaro/KeHH JKypHaly peecTpallii Bci BOHU OyIyTh IMITOPTOBaHI
JI0 HBOTO).

5.1.3 XKypHan peecmpauii

Kypnan peectpartii mpu3HaYeHUN 71 TOTO, MO0 310paT B OJAHOMY TEPENTIKY BCl IO/,
noB’s3aHi 3 Oe3nekoro Hpopmartii. Llel xypHan gopmyetbes 3acobamu cuctemu JIO3A-1 i3
MoIii, 3apeecTpoBaHux y skypHaizax Windows (y Tomy duciti moiid, ski Oyau 3apeecTpoBaHi B
KypHaJIl TPUKIAIHMX TMpOrpaM Bin iMeHi Jokepena LOZASystem), a TakoX 3a PaxyHOK
Oe3nocepeHboi peectpaltii momii ayauta (. 5.1.7).

ITin yac poboTu cucreMu BiAOYBA€ThHCS aHAIB3 MOAIM, Kl 3’SBISIIOTbCA B JKypHallaX
Windows, i dacTiHa MOMii IMOOPTYEThCS O KYpHATy pEeECTpallii, [0 Haxae MOXKIHBICTH
nepeniaay BiliOpaHUX MOAIM Ta (GopMyBaHHS NOBUIBHUX HMPOTOKONB podotu. Te, siki came
ol IMIOPTYIOTHCS, BU3HAUAETHCS IBOMA ITapaMeTpaMu KOH (irypartit:

— nepenik nomin, sgxi iMmopTyoTbBCS IO XypHAJY;

— 1MIOOPTyBaTM BC1 IIOMMUJIKMU.

[Mepumit mapamerp M03BOJISE Ui KOKHOTO XypHaimy WiNndOWS BcTaHOBUTH mepeik
MO, sIKi HEOOXITHO IMITOPTYBaTH. PekoMeHI0BaHEe 3HAUEHHS JUTsl I[HOTO MmapameTpa (BOHO
BCTaHOBJIIOETHCS 32 YMOBYAHHIM) HaBelieHe B JlomaTtky A.

SIkmio Apyruil mapamerp mMae 3HaueHHs Tak, yci moii 3 sypHaimiB Windows, siki MaroTh
THUI [Tomurika, IMIOPTYIOTBCS 10 XKypHaIly peecTpalli (He3a1eHO Bil TOr0, YU 3a3HA4€H1 BOHU
B MEPILIOMY TTapaMeTpi).

ImmopT monii BimOyBaeThCs MOCTIHO MM yac podotu cuctemu. Ha mowarky pobGotu
cucreMa nepenisaae kypaaan Windows i 3a HEOOXiTHOCTI IMIOPTYE A0 KypHAIy IO, sKi
3’SIBUJTUCH TICIISI OCTAHHBOTO 3aBEPICHHS il poOOTH.

XKypuan peectparii 30epiraetecs y daitm %LOZA%\Security\Log\SecLog\seclog.lzl.
I'pannunuii po3mip BOTO (Qailly BU3HAYAETHCS TapaMeTpoM KOHQIryparii IpaHuUHUM
posmip xypHaJsty. [licas HOCATHEHHS TPAaHWYHOTO 3HAYEHHS HOBI MOJI 3aMUCYIOTHCS
3aMICTh CTapUX.

Jliist 30epekeHHs 3apeecTpOBAHUX paHillle MO 31HCHIOEThCS pe3epBHE KOIIFOBAHHS
xypHaiy. PesepBHi korrii 30epiratotscst B marnili %LOZA%\Security\Log\Backup. ®aiinu xomiit
MaroTh IMeHa Lg<ddmmyy>_<nn...n>.IzI, 1e ddmmyy MO3Ha4Ya€ OaTy CTBOPEHHS KOIIil (ICHb,
MICAIlb Ta OCTaHHI JIB1 ITU(PH POKY), a nn...n — HOMEP KOIii )KypHaTy, CTBOPEHOI y MEBHUM
nenb. OCTaHHS pe3epBHA KON 3HAXOAUTHCA Yy aiiii Last.lzl. Yci mofi, siki peecTpyrOThCs B
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YKYpHaJIl peecTpallil, OAHOYACHO AYOIIOIOTHCS B IIbOMY (paiiyii. AIMIHICTpaTOp MOKE HACTPOiTH
CHUCTEMYy TAaKMM YHHOM, IO CTapi pe3epBHI KOMi >XypHalIy peecTpailii OyayTh MOCTYIIOBO
BunaATUCH (11. 5.1.5).

Jnst poboTu 3 KypHAJIOM peecTpalli Ta 3 HOTo pPe3epBHUMHU KOMIBIMU MpPHU3HAYEHA
nporpama Aydumop. BoHa 103Bosse neperisiiaT KypHai, Hajgae 3pydHi 3aco0u Ui TOLIYKY
MO, M03BOJIsiE (opMyBaTH 3BIT MPO HEOE3MEUHI MOJi, CTBOPIOBATH IMPOTOKOIM POOOTH
CHCTEMH, a TaKOXK MPALFOBATH 3 KOIISIMU XKypHaITy Ta 30epiraTu )KypHas y BUTIISII (aiiiry.

5.1.4 Heb6e3ne4Hi nodir
5.1.4.1 IlepeJtik HeOe3MeYHUX MOiM

Hesxi 3 monid, mo QIKCYIOTbCS B KYpHall peecTpalil, cBim4aThb MPO MOKIIUBE
nopymeHHs: 6e3neku Hbopmartii. Taki Mol HaA3UBAIOTLCS HebesneyHuMu, TIEPEITIK ITUX MO
BH3HAYAETHCS JIBOMA MapaMeTpaMu KOHIrypartii:

— TIepenik HebesNeuHUX NONin;

— BBaXaTyM I[IOMUIIKM HeDel[NeUuHUMU HOILj_FIMI/I.

[lepumit mapamerp 03BOJISIE JUIST KOXKHOTO JpKepela MO KOXKHOTO IKypHATY
Windows BCcTaHOBUTH TTEpeITiK MO/, SIKi CITiI BBaXKaTH HEOC3MEYHUMHU.

Sxmo npyruii mapaMeTp Mae 3Ha4eHHsI Tak, yCl IO/, 3apeecTpOBaHi B KypHaJi I 9ac
po0oTH cHCTeMH, SIKI MAIOTh THII [TomMurika, BBAXKAIOTHCS HEOE3MeUHUMHE (HE3JICKHO Bi TOTO,
YM 3a3Ha4YCH1 BOHU B MEPIIOMY TapaMeTpi).

HeOe3neunuMu MoXyTh OyTH JMINE Ti MOAL, Kl OyJIM IMIOPTOBaHI A0 KypHaiy. Tomy
noJii, 3a3HaueHi B mHapamerpi rnepesiixk Hebes3neuHMX I[ION1, ajle HE 3a3HAYCHI B
mapamMeTpi nepesik nomir, ki iMOOpTYoOTBCS OO XypHAJy, HEOE3NMEeUHUMU
He BBaXaTuMyrhcs. KpiM Toro, monii mkepena LOZAAudit, siki He IMIIOPTYIOThCS, a
PEECTPYIOTBCS B )KYpHAIII peeCTpallii 0e3mocepeIHb0, HE MOXKYTh BBaKATHCS HEOS3MEUHUMH.

PexomennoBane 3Ha4YeHHS Ui NapaMeTpa nepejiik HeOesNeuyHMX [IO0In1il
(BOHO BCTaHOBIIIOETHCS 32 YMOBUaHHsIM) HaBeneHe B Jlomatky B. Cunin 3BepHyTH yBary Ha Te,
M0 B JESKAX BUMNAJAKAX 3a3HAYEHI MOJil peECTPYIOTHCS BHACIIIOK IUTKOM O€3MEeYHHX il —
BINMOBIHI MOSICHEHHS TakoX HaBezeHi B Jlogatky B.

Jns Toro mo0 BBaKaTH HEOC3MEUHUMHM ITUIKOM “‘Oe3medHI’ IO/, i€ OJWH BHHSTOK:
nomit #560 (“Hoctym 10 00’ekTiB”, >xypHayn Oe3leku, Kepeno Security) BBaXKa€ThCS
HeOE3MEeYHO0 JIMINE B TOMY BHUIAJKy, Koiu B ii onuci mictsatees psaku “WRITE OWNER?”,
“WRITE DAC” a6o “ACCESS SYS SEC” - me o3Hauae KOpUTYBaHHsI aTpHOYTIB TOCTYITY
00’exTa, BITMOBIIHO HOTO BJIACHHUKA, CITMCKY JIOCTYITY Ta CIIUCKY ayauTa.

5.1.4.2 Peakuist Ha HeOe3neyHi moaii

VY cuctemi nepeadadeHi Tpu criocoOu pearyBaHHs Ha HeOe3neuH1 Mo
— CTBOPEHHS 3BITY PO HeOe3NeyH1 MO

— 3BYKOBAa CHUTHAaIBAIIS]

— 3MiHa CTaHy CUCTEMH.

Cucrema pearye nuiie Ha Ti HeOe3MeuH1 MO, SKi PEECTPYIOThCA B JKypHAJIl i yac
pobotu cucremu. Hebesmneuni moiii, iMIopToBaHi min yac mneperisamy »kypHamB WiNndows Ha
no4atky podotu cucremu (1. 5.1.3), He BUKIHMKAIOTH PEAKITil.
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5.1.4.2.1 36im npo nebve3neuni noodii

Opnpa3y micist peecTpailii B JKypHajii peectpari Oyab-sikoi B 3a3HAYCHUX MO
ABTOMATHYHO CTBOPIOETHCS 38im npo HebesnedHi nodii. Y 3alexHOCTI Bil 3HAUEHHS Iapamerpa
KoH(Irypalii cTBOopeHHsS 3BiTy npo HebeszsmneuHl mnoxmii 3BT Moxe Oyru
HA/IpYKOBaHUH Ta/abo 30epexenuil y (i

daiinu 3BiTB 30epiratothest y dopmari RTF B mammi %LOZA%\Security\Log\Report i
MaroTh IMEHa Rp<ddmmyy>_<nn...n>.1tf i, e ddmmyy mMO3Ha4Yae JaTy CTBOPEHHS 3BITY (ICHB,
MICAIIh Ta OCTaHHI AB1 U (pH pOKyY), a nn...n — HOMEP 3BITY, CTBOPEHOTO B TIEBHUM JICHB.

BripomoBxk oHOTO ceaHCy poOOTH BCi 3BITH 30epiratoThes y (paidiii 3 OMHUM 1 TUM XKe
IMEHeM, TOOTO KOKHUN HOBHUH 3BIT ,j3aTupae” nomepenHii. lle He nmpu3BoauTH A0 BTpaTH
BIIOMOCTE Tpo HeOe3meuHi MOJf, OCKUIBKH BIIPOJIOBXK CeaHcy poOoTH iHopmarliss mpo
HeOe3MeuH1 Mol HAKOITUYYEThCS.

®opma 3Biry HaBeneHa B Jlomatky I'. BiH MicTUTH KUIBKICT Ta JIEHTU(IKATOPH
BUSIBJICHUX MIPOTSTOM CeaHCy poOoTH Hebe3neuHux mofiii. BimoMocTi mpo BUSBJIEHI TOMUIIKH
HaBOJATHCS OKPEMO.

Jpyxk 3BTy a00 BUHUKHEHHS (paiiy 3BITY Ha JAMCKY CIYTye aaMIHICTPaTopy CHUTHAIOM
PO MOKJIMBE MOPYIIEHHS Oe3reku HpopMarrii.

3a HeoOximHOCTI 3eim npo HebesneyHi nodii MOXHa CGHOPMYBATH 3a JIOTIOMOTOIO
nporpamu Aydumop (MEHIO [Tpomokosu).

5.1.4.2.2 3¢yxoea cucnanizayin

Sxmo nmapameTp KoHQIypaui 3ByxoOBa CHTHaniszauis npo HebesneuHi
nonii Mae 3HAUEHHS Tak, PEECTpAIlil B JKypHAIl pEecTpallii KOXHOI HeOe3meuHoi mo/tii
CYIIPOBOJUKYEThCST 3BYKOBHUM CHUTHAJIOM, SIKMM BinmoBimae cranmaptHii momi \Windows
Kpumuyeckas owubka.

5.1.4.2.3 3mina cmany

Sxmo napamerp KoHQIrypaui 3mMiHa cTany nicasa HebGesmeunol noxmiil
Mae€ 3HauYeHHS [Tepexid y cmaH ei0HoeneHHsl, T Yac rnepedyBaHHS CUCTEMHU B POOOYOMY CTaH1
oJZlpa3y IIiCIs peecTpallil y *KypHali peecTpallii HeOe3rneuHol moii cucTemMa mepeiiae y cTa
BITHOBJICHHSL.

5.1.5 BudaneHHsi cmapux 38imie ma Koniu xypHany

Jns Toro mo6® He 3axapalllyBaTH >KOPCTKHUU JTUCK KOIIIMH J>KypHAIIy peecTparlii Ta
3BiTaMU PO HeOE3NeYHi MMo/ii, MO)KHAa BUKOPUCTATH aBTOMATUYHE BUJAJIICHHS CTapUX KOMIM.
[IpaBuia BUAaneHHA BU3HAYAIOTHCA TAKUMH TapaMeTpaMu KOH (irypartii:

— BMIaAJNATK CcTapl 3BiTmM Ta kxomil xypHAJY;

— MaKCKUMaJbHMM Bik 3BiTiB Ta KOHNi¥ XypHANY;

— BUIOAJATHK JIMIIE apxX1BH1 3B1iTM Ta KOMN1l XypHaJy.

[lepumii mapamerp BHU3Hauae, 4 BITOYyBAa€ThCS aBTOMATUYHE BHUJAJICHHS 3BITIB Ta
KO >KypHaly, JApPYrdid J03BOJISE BCTAHOBUTH MaKCUMalbHMI BIK (aliiiB, sKi He
BUJIAJISIOTHCS (Y JHSX), 32 JIOTIOMOTOI0 TPEThOTO MapamMeTpa MOXKHA 3a00pOHUTH BUJIAJICHHS
daimiB, I SIKMX BCTAHOBJICHWUM aTpUOYT apxieHud (3BUYAifHO, Iel aTtpuOyT 3HIMAIOTh
IPOrpaMu Pe3epPBHOTO KOMIFOBAHHS).
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5.1.6 lMpomokonu po6omu cucmemu

Ha mincraBi mogiif, 3apeecTpoBaHWX Yy JKypHaIl peecTpailil, mporpama Aydumop
JI03BOJISIE CTBOPUTH TaKi IIPOTOKOJIH

— TIPOTOKOJ JIPYKY TIOKYMEHTIB;

— TIPOTOKOJI 32 BUOOPOM.

Mpomokon dpyKy CTBOPIOETHCS 32 IATOIO UM IHTEPBAJIOM JIaT.

Y mnpotokoni IpyKy 3a3HayaeThcs IHQOpMaIlisl, sKa CTOCYETbCS TOJI JpKepera
LOZAAudit: Cripoba dpyky dokymeHma (kateropis Jocmyn do dokymenmie, ko1 58004). Ilpo koxHY
HOJIIF0 APYKY B IPOTOKOJIi 3a3HAYAETHCS TaKa HPOPMALLiS:

— Jara Ta 4ac JIpyKy JOKYMEHTa;

— IM’sl KOpUCTYBaua, U0 APYKYBaB TIOKyMEHT;

— 1M’ KOMIT IOTepa;

— TIPUHTEp, Ha SKOMY HaJIpyKOBAaHUU JJOKYMEHT;

— Ha3Ba JJOKyMEHTa;

— T1pud OOMEKEHHS TOCTYY JOKyMEHTA;

— 00JiKOBMI HOMEp JIOKYMEHTA;

—  KUIBKICTh IPUMIPHUKIB;

—  KUIBKICTB apKyIliB B OTHOMY ITPUMIPHUKY.

dopma IpoTOKOIY IpyKy HaBeneHa B JJoxatky I

Mpomokon 3a 8u6opoM CTBOPIOETHCS 32 BKA3aHMMH KPUTEPBIMH Binbopy (3a BciMa
MOBIMU, 32 SIKOIOCH TOJIIEI0, 33 KATETOPIEr0 MO, 3a ASIMU MTEBHOTO KOPUCTyBaya Ta iH.).

[IpoTokonu cTBOprOIOTHCS Y BUIIIsAAL (aitniB y dopmati RTF, oxpasy micnst cTBopeHHs
BUKIHKaeThCs porpama Microsoft Word aist neperiisimy mpoTokody.

5.1.7 Monimuka ayduma cucmemu JIO3A-1

AynmuT — 11€ peecTparlisl Jiii KOpUCTyBauiB, sIKi OB ’s3aH1 3 0€3MEKOI0 CUCTEMH. Y TOMY
pasi, KoJIi KOPUCTYBa4 OTPUMYE JIO3BUT Ha BUKOHAHHS [Iii, PEECTPYETHCS IO, KA Ma€ THUI
Aydum ycnixie, y TPOTHIICKHOMY BUTIAAKY — IO/, sIKa Ma€ TUTI Aydum eidmos. [lomiruka ayaura
BHU3HAYAE, SIKI 3 UX I MIJIATaI0Th PeECTpaIlii.

[Monirnka aymuta cuctemu JIO3A-1 BHU3HAYAETHCS OJHOMMEHHUM TapaMeTPOM
KOoHIrypauil (mapamerp rnoJjiiTuka aynmuTa) 1 CTOCYEThCs JUIe MO, SIKi HaJIekaTh 10
JoKeperna LOZAAudit. AyTUT BCTaHOBITIOETHCS JUTSL KATEropiid Mo, HapeneHuX y 1. 0:

—  BXII/BUXIL;

— po0OoTa 3 mporpaMmamus;

— KepyBaHHs JOCTYIIOM;

— KepyBaHHS CHCTEMOIO;

—  KOH(Iryparis;

— JIOCTYII 10 TOKYMEHTIB;

— JocTym 110 6a3 TOKYMEHTIB,;

— JIOCTYII JI0 3aXUILEHUX Marok;

—  JIOCTYII JI0 3HIMHUX JHCKIB;

— JIOCTYI JI0 3aXHMIIEHUX MPOIIECB.

AynuT Moke OyTH BCTaHOBJICHHH OKPEMO IS PBHHUX BHAIB JOCTYITY, a TaKOX IJIs
YCHIIHUX Ta HEBJAIMX cnpoO poctymy. s mapamerpiB koHQIrypaui aymut Moxke Oyru
BCTAHOBJICHUM [UIsi PBHUX Trpyn mapamerpiB (tabmuns A.2). Jlnus mopiii goctymy 10
JIOKYMEHTIB ayJIUT MOKe OYTH BCTAaHOBJICHUH /Il pBHUX TUIB JOKyMeHTa (mokyment \Word
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abo Tabmuis Excel) Ta piBHIB 10CTYITYy JOKYMEHTA, a VIS MO AOCTYIY 70 0a3 JOKYMEHTIB — Y
3aJIeKHOCTI Bl MAKCHUMaJIbHOTO PIBHSA AOCTYIY Oasu.

AymuT AOCTYIy 10 JOKYMEHTIB Ta 6a3 JOKYMEHTIB JI0JIaTKOBO PETYIIOETHCS CIUCKAMHU
JOCTYITY JJOKYMEHTIB Ta 6a3 mokymenTiB (mim. 3.2.2.1 ta 3.2.3.1).

3HaueHHs 3a YMOBYAHHAM [UIs IlapaMeTpa [OJIiTMka aynauTa HaBeleHE B
Honatky A.
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OOOATOK A. NapameTtpu KoHdpirypauii cuctemm

VY 1pOMy J0AaTKy HaBeIEHUN IMOBHUM TMepeNiK MapaMeTpiB KOHQIrypaii cucTeMu
JIO3A-1, a Takok pBHOMAaHITHI TEXHTYH1 BITOMOCTI PO TTapamMeTpu KOHIrypalrii.

[loBHu#t Tekct pomatky wictutbest y ¢aitmi LOZA-1_SecDescr_A.pdf, sxumii
3HAXO0AUThCs B manii DOC Ha TuCTpruOyTHBHOMY IMICKY CHCTEMH.
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OOOATOK bB. Mogii, siki peecTpyrOTLCA CUCTEMOIO
JIO3A-1

VY upoMy 10AaTKy HaBeIeHU I TTOBHUH TEPEIiK MO/, SKi peECTPYIOTHCS TPOTPAMHUMHU
3acobamu cuctemu JIO3A-1 y KypHali peecTpauii Ta y XypHaJl NPUKIAIHUX MPOrpam
Windows.

[loBHu#t Tekct pomatky Mictuthest y aitnmi LOZA-1_SecDescr _B.pdf, sxuii
3HaxoAuThed B narnii Doc Ha nuctpubyTuBHOMY JUCKY CHCTEMHU.
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OOOATOK B. lNepenik Hebe3ne4yHUX noain

[Tin yac poOOTH CHUCTEMH MOXYTh BUHMKATH TOJil, Ha sIKi CIII 3BEPHYTH OCOOIHMBY
yBary, OCKUIbKM 1X BUHUKHEHHS MOXKE CBIIUUTH TPO CIpoOy (abo MiArOTOBKY /0 CIpoOu)
HECAHKLIOHOBAHOTO JOCTYyNy /10 H@opMami. SKIo Taki moii peecTpyroThCsl IPOTITOM JHS,
BinmoBimHa iHQopMaliss ¢iKCyeTbess y 3BITI mpo Hebesmewni moxil [lepemik nwx momid
BHU3HAUYAETHCS MapaMeTpoM KOHQIypalil cucreMu nepesiik HebesneuHmx nomin. 3a
YMOBUYAHHSIM Y IMEPEeNIiKy MICTAThCS MOJi, HaBeneHl B Tabnuui B.1 Yci BoHH peecTpyroThes B
xypHaii Security WINdOwS i MaroTh Jukepeso Security. Y CTOBITUUKY [1osicHeHHsh BKa3aHO, SIKUM
came /1M KOpUCTYBadiB BOHH BiANIOBITAIOTb.

ButepnncTs 3 IUX TOAI HE HOBUHHI 3 ABIIATUCH ITicis Hcranani cucremu JIO3A-1 a6o
MOXYTb 3’SBIISITHCH JIMIIE Yy BHUKIIOYHUX BUIAJKaX (HANPUKIAL, 3MiHA IOJITUKA ayauTa
Windows). Taki moiii B OCTAHHHOMY CTOBIUMKY TaONHIli TOMiUeHi 3HAKOM OKIHMKY. IX
BUHHKHEHHS MOTpeOye HEraifHOro aHalBy NMPUYMH X MOSBU i, B pa3i HEOOX|ITHOCTI, BXKHUTTSA
BIAIIOBIIHUX 3aX0IB.

1 o/l MOXKYTh BHHUKATH TIIT 4ac pOOOTH CHCTEMHU B PE3yNIbTaTi 3BUYAHOT poO0TH
aaMiHicTpaTopiB. Lli moxii moMMeHi 3HaKOM NMHUTAHHS, @ B CTOBITYMKY [TosiCHEHHSI J101aTKOBO
BKa3aHO, B SIKMX BHIIQJIKaX iX BUHUKHEHHS € Oe3MeYHHM. B HIIMX BHUIMagKax MOsiBa TaKUX
noJiit moTpelye TaKoi XK peakili, sIK i BAHUKHEHHS O/l TepIIoi IPYITH.

Tabmuns B.1
Karero-| Kog Onuc [TosicHenHs
pist (YKpaiHChKOIO MOBOIO)
Cuc- 516 Bruepnani BHy TpilHi pecypcH, BuaUieHi it yepr |[loais BUHHKae B pasi 30010 miggac
TEMHOE MOBITOMJICHb ay IUTA. 3MIACHEHHS ayAUTa, IO MPU3BOIUTH |
coObITHE MosknHBa BTpaTa JIEeSKUX pe3yJIbTaTiB ay UTa. JI0 BTpaTH YaCTUHH 3aITUCIB ayITa '
KinbKiCTh BiIXMJICHUX TOBIIOMJICHD ayauTa: <...>
Cuc- 517 OuuleHHS )KypHAIy ayuTa Mo st BUHUKAE TIPU OYHUINCHHI
TEMHOC OcHOBHU KOpUCTYBad: <...> xypHaiy 6esrnekn Windows (To6TO
coObITHE Jomen: <..> BUJIAJICHHI 3 HHOTO BCIX IMO/Tik)
Kon Bxoay: <...> !
KopuctyBau-kimieHTt: <...>
JoMmen kmienTa: <...>
Kox Bxony kimieHTa: <..>
Hoctynk |560  |Binkputrst 06’exta [Tonist BUHKKAE TIPU TOCTYTI 710
00D~ CepBep 00’ekra: <..> 00’€eKTa. 3a yMOBYAHHIM IO
CKTaM) Tun o6’exa: <..> BBAXKA€THCS HEOE3MEUHOIO, SKIIO

Im’s 06’€ekTa: <..>

Hosguii xox neckpunropa: <..>
Kox onepariii: <...>
Konnponecy: <..>

OIUC TOJIii MICTUTH OJIMH 13 PSI/IKIB
»WRITE OWNER?”,
»ACCESS SYS SEC”,

OcHoBHUI KOpHUCTYBay: <...> »WRITE_DAC” (Bonu !
Homen: <..> O3HA4YalOTh BIAMNOBITHO 3MIHY

Kox Bxony: <..> BJIACHUKA 00’ €KTa, BCTAHOBJICHHS
KopucryBsay-xiient: <..> ayaura J0CTyIly 10 00’ €KTa Ta
Homen krienra: <..> 3MiHY J03BOJIB Ha JIOCTYII 110

Kon Bxony xmenra: <..> O6’€KTa)1

Hoctym: <.>
IMpusinet: <..>
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Karero-| Kox Omnuc Iosgcuenns
pist (YKpaiHChKOIO MOBOIO)
M3mene- (608 [IpucBo€HHS MpaB KOPUCTyBavEBi [lonis BUHKKaE, AKIIO KOPUCTYBayeBi
HUE T0- IIpaBo: <.> a0o rpymi KopHucTyBayiB 0yJo
JINTUKHA IIpucsoeno: <..> MPHUCBOEHE MEBHE MPaBO
Bukonasens: <...>
Kopuctysau: <.>
Homen: <..>
Kon Bxony: <..>
M3mene- (609 Bunanenns npas kopucTyBaua [Noist BUHKKAE, KO Y KOPHUCTyBada
HUE T10- IpaBo: <..> a0o rpymnH KOPUCTYBadiB OyII0
T TAKH Bumaneno mot: <..> BHUJaJICHE TIEBHE TIPaBO
Bukonasenp: <...>
Kopuctysau: <..>
Homen: <..>
Kox Bxony: <..>
M3mene- (612 3MiHa MOJITHKH ay IuTa Tlonist BUHHKAE, SKIIO OyJia 3MiHEHa
HHE T10- Hosa nosituka: noJtithka aymura Windows
JINTUKA VYenix Binmosa
<.> <..>Bxin/Buxig
<.> <.>]Jloctyn 10 00’ €KTiB
<.> <..>BukopuctaHus npas
<.> <..>KepyBaHH: 00JIKOBUMH
3amnMcamMu
<.> <..>3MiHa NOJITUKA
<..> <.>CucremHi nmoxii
<.> <..>]leTaJbHE BIICTCKCHHS
<.> <.>]JlocTym [0 CJIy>KOU KaTaJloTiB
<.> <..>Bxiguepe3 o0ikoBuii 3amic
Bukonasenp:
Kopuctypau: <..>
Im’st nomeny: <.>
Ko Bxony: <..>
VYuetHsle |624 CTBOpEHHS 00JIIKOBOTO 3aIHCy KOPHUCTyBada IMonist BUHUKAE, IKIIO OyB CTBOPEHUI
3armucH Im’st HOBOTO 00JTIKOBOTO 3amuUCy: <...> HOBHI 00OJIIKOBHIA 3aITiC KOPUCTYBavya
HoBswnii njomen: <...>
Kox o6aikosoro sanucy: <..> [oxis BUHKKAE, KO CUCTEMHUM
Buxonaseup: <..> amMinicTpaTop abo aaMinicTpaTop
HoMeH BUKOHABLS: <...> Oe3neKy CTBOPUB HOBMI 06IKOBHIL
Kon Bxony BukoHnaBus: <...> samuc y Windows
[pusinei: <..>
Yuetnsie (630 BunaneHHsS 001iKOBOTO 3aIMCy KOPHCTyBada Iomist BUHMKAE, KO OyB BUAAICHUN
3aKuCU Im’st 06nikoBOTO 3amucy: <...> 00JiKOBHi1 3amHIC KOPUCTyBada
Homen: <..>
Kox o6nikoBoro 3anucy: <..> Tloxist BUHMKAE, SIKIIO CHCTEM HHMI
Buxonasens: <..> aaMiHicTpaTop abo aaMiHICTpaTOp
Jlomen BukoHaBus: <...> Oe3MeKy BUJIAINB OO0JIIKOBHI 3aIHC
Ko Bxoty BUKOHABIIS: <...> Windows
[pusinei: <.>
VYueTHsie |635 CTBOpEHHS JIOKaJbHOT TPy TN IMonist BUHUKAE, AKIIO OyJIa CTBOpEHA
3arncH IM’st HOBOTO 00JTIKOBOTO 3aMUCy: <...> HOBa JIOKaJIbHA TpyTia

HoBswnii jomen: <...>

Ko HOBOTO 001iKOBOTO 3amucy: <..>
Bukonasens: <...>

JloMeH BUKOHABLS: <...>

Kon Bxony BUKOHABIIS: <..>

Ipusinei: <..>
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Karero-| Kox Omnuc Iosgcuenns
pist (YKpaiHChKOIO MOBOIO)
VYuyetusie |636 BHecenHs 4sieHa JTOKaJIBHOI TPy N Tlomist BUHHKAE, SIKIIO 0 JOKAJIBLHOT
3aIucu Unen: <..> rpymnu OyB BHECEHUH 00IIKOBUH 3amuc
Im’s 0OmikoBOTO 3amucy: <...> KOpHCTyBaua abo ri00asHOi rpynu
Jomen: <..>
Ko o6mikoBorO 3ammcy: <..> - —
BukoHasers: <..> HOI[.ISI.BI/IHI/IKaG B Pe3ybTaTl 3M1}\I’I/I
JlOMeH BHKOHABILS: <..> AIMIHICTPaTOpOM Oe3nexu poieit
Ko BXO 1Ty BHKOHABIL: <...> KOPHCTYBAUiB 33 JOTIOMOTOO
Tpusinei: <..> nporpamu KepysaHHsi 3axucmom
VYueTHeie |637 Bunanenss 4ieHa JOKaJbHOI Py IMonist BUHUKAE, AKIIO 3 TOKATHHOT
3amucu Uren: <...> rpynu OyB BUIAJCHUN OO0JiKOBHIMA
IM’st 0OmikoBOTO 3amuCy: <...> 3aImiuc KOpUCTyBada abo rio0ampHoT
Homen: <..> rpynu
Kon o6tikoBoOTO 3amucy: <...> - —
BuKoHaBel: <..> HO,IL'ISI'BI/IHI/IKaQ B pe3yJbTaTl 3M11El/l
JloMeH BHKOHABILA: <..> aIMiHiCTPaTOpOM Oe3meKu poiei
Ko/t BXOJTy BHKOHABIL: <..> KOPHCTYBauiB 3a JOTIOMOTOIO
Tpusinei: <..> nporpamu KepysaHHs 3axucmom
YueTHble (638 Bunanenss noxajibHOI rpynu [lonist BUHMKAE, K0 OyJ1a BUAaJeHa
3a1mcu Im’st 06mikOoBOTO 3amucy: <...> JIOKaJbHA rpyIa
Homen: <..>
Kox o6nikoBoro 3anucy: <..>
Bukonasenp: <..>
JlomeH BUKOHABIS: <...>
Kon Bxony BUKOHaBLS: <...>
IMpusiret: <..>
VYuetnsie (640 3MiHa 3arabHOT 0a31 TaHUX 00JIIKOBUX 3aMUCIB IMoist BUHUKAE y BUMAIKY 3MiHH Oa3u
3aITHCH Tur sminu: <...> 00JIKOBHX 3aIIMCIB, HE ITOB’s13aHOT 13
Tun 06’exra: <...> KOPHUTYBaHHSM 00JIIKOBHX 3aIHCIB
Im’sq 00 exra: <..>
Koxo6’exra: <..>
Bukonasens: <...>
JloMeH BUKOHABLS: <...>
Kon Bxony BukoHaBs: <...>
Yuertnsie (643 3MiHa OMTHKY I JOMEHY: 3MiHa <...> Io xist BUHMKAE, SIKIIO Oyi1a 3MiHEeHa
3aMUCH Homen: <..> MOJTITUKA 00JTIKOBHX 3aMHCIB

Kon nomeny: <..>
Bukonasenp: <..>

Jlomen BukoHaBIs: <...>
Kon Bxony BuKOHaBLS: <...>
[pusinei: <..>

'V ToMy BHNaJIKy, KOJIH BCTAHOBJICHMIl JIMIIE ayIUT 3MiH JI03BOJIB Ha JOCTYH 10 (aimy um
Mankd, y JKypHaT MOXYTh 3’SBJIATHCH 3allUCH ayJIWTa 13 3a3HAYCHHSIM Y MEpeIliKy BU/IIB
JIoCTyny 3HadeHHs WRITE_DAC, xoda 3MiHa J03BOJIB 1 He Mana Micisa. Hampuxnanm, e
Bi1OyBa€ThCs MMICIIS TTeperysiay (0e3 BHECEHHS 3MiH ) TIepPEITiKy I03BOJIIB Ha JOCTYI 10 (airy uu
HaITKK 32 JIOTTOMOTO0 TIporpamu explorer.exe (IpogodHuk).

AHAJIOTUHO, y BUTIAJIKY TIEPEIISy 3HAUCHHS IMapamMeTpa peecTpy 3a J0IMOMOTO0, HAIPUKIA],
nporpamu regedit.exe y )KypHaJIi MOKe 3 SIBUTHUCH 3aIFC TIPO 3MIHY J03BOJIB (BUKOPUCTAHHS

nporpamu regedt32.exe, sika BXoauTh 10 ckiaxy Windows 2000, He nae Takoro edekry).
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OOOATOK I ®opmu 3BiTY Npo HebGe3neYvHi noaii Ta

NpPoToKony ApYKy

3BiT npo Hebe3neuHi mouii

3a

(mata)

Yac noyatky poboTH:
[Ipotsarom 1Hs B cuCTEMI:

3a(ikcoBaH1 HeOE3MeUH1 MO/Iii:

<mepetik Mo (3a3Ha4ar0Thes HKEPEIo, iMeHTU(IKATOP Ta Yac MoIil)>;

Yy TOMY YHCIT1 TOMHUJIKH :

<mepetik Mo (3a3Ha4ar0Thes HKEPENo, eHTHIKATOp Ta Yac moIii)™>;

3BIT copMoBanuii: <Jlara Ta yac>

IIpoTokoJ ApyKYy JOKYMEHTIB

3a

(mata)

G

Imo

Komm’rorep:

(iHTepBa aart))

HanpykoBaHo JOKyMEHTIB:

(Bcworo apxyris: )
N | Yac [Kopucry-|Ilpuntep| Mirka JIOKyMEHT HanpykoBano
n/n Bau Hocit | Hasea | I'pud | OOGumi- ApkymiB | [Tpumip-
JAHUX KOBUH | B OJHOMY | HUKIB
HOMED pUMIp-
HUKY

[Ipotokon copmoBaHuii: ([lara Ta gac)
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AOOOATOK . Moxnusi npobnemu nig 4yac po6otn
CUCTEMM Ta CNOCOOM iX BUPILLEHHA

VY tabmui /1.1 HaBeneHU# mepenik BitoMuX IpoodeM, siki MOXKYTh BUHUKHYTHU T 9ac
eKCIUTyaTallii CHCTEMH Ta OMHCAHI IUISIXH iX ITOA0IaHHSL.

Tabmuus 1.1

KopoTtkuii onuc mpobiaemu

MoXxJIMBi IPUYNHU

Croci6 BupimeHHs

3aranpHi mpoOieMu

Ha nouatky po6oTu cucteMu
BUHHKA€E TTOMMUJIKA TTi/T 4ac OTepartii
Bidkpumms xypHany 3axucmy.
Moximop 3axucmy moBinOMIIsIE
PO MMOMMUJIKY 3 KomoM 87 i 9ac
pob6oTtH cucTeMHOT P yHKITIT

Ounctima xxypHam Windows i
3aIIPOIOHYBATH CHCTEM1 IIOBTOPUTH
oTepario

[ToMunkn l'IiZ[ qaC BUKOHAaHHSA
onepatii Biokpumms 6a3u 0aHux
3axucmy

[Torko preHNUIT (DAl i3 mepestikoM
KOPUCTYBaYiB —
%LOZA%\Security\Safety\
userlist.cds

BimHoBuH (haiin i3 pe3epBHOI KoTIii 1
3alPOIOHYBATH CHCTEM1 IIOBTOPUTH
omeparriro.

SIKIIO 1€ HEMOKIIHBO, CITIT
crpoOyBaTH BUIIPABUTH TOMUIIKY Y
¢ aiii Bpy4Hy 3a IOMOMOTO0
nporpamu CDSPad (BoHa
3HaxouThCs B mamii %LOZA %\Lib)

Ha nouaTky poGoTu mporpama
Starter BUIa€ MOBIIOMIICHHS
“Ilpouecc cepBepa HE MOKET OBITH
3aIylIeH, TaK KaK YKa3aHa
HEeNpaBWIbHAS UICHTH( UKAIHS.
IIpoBepbTe MPaBUIBHOCTH YKA3aHUS
MM EHHU T10JIb30BaTENsI U Mapois’

V¥ nactpoiikax DCOM HeBipHO
BKa3aHMI Mapojb KOPUCTyBayda, Bif

IMeHi SIKOTO 3aITyCKaeThCsl Cepsep
besneku

3a OTIOMOTOI0 Y THIITH
LOZARecover (80Ha 3HaX0IUThCS B
narii %LOZA %\Lib) BcTaHOBUTH
KOPHCTyBada Ui 3aIyCKy CHCTEMH
(abo Bpy4YHY BCTAHOBHUTH
KOPHCTyBauy, Bl iMEHi IKOTO
3ammyckaeTbest Cepgep 6esneku,
HOBHIA ITapOJIb 1 3a3HAYUTH HOTO B
HacTpoiikax DCOM 3a nonomoroxo
nporpamu dcomcenfg)

YV BIacTHBOCTAX 00JIIKOBOTO 3aMUCy
KOPHUCTyBaya, BiJl IMEHI SKOTO
3anyckaeTtbest Cepeep 6esneku,
BCTAHOBJICHA BIZIMITKa PO
HEOOXITHICTh 3MIHH TapOJIs iz Yyac
HACTYITHOTO BXOJIy JI0 CHCTEMHU

3a JOTIOMOTO0 Y THJIITH
LOZARecover (BOHA 3HaXO/UTHCA B
narniii %LOZA%\Lib) BcTaHOBUTH
KOPHCTyBaya JUIi 3aIlyCKy CUCTEMH
(a0 Bpy4HY 3HATH BIIMITKY PO
HEOOXITHICTh 3MIHM AP OJIA i Yyac
HACTYIHOTO BXOJy IO CHCTEMH i
BCTAaHOBUTH BiIMITKY MPO
HEOOMEXEHICTh TepMiHY Aii mapoJis)
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Kopotkuii onuc npobiaemu

MoxJIMBi IPUYNHU

Croci6 BupieHHs

I mpo6nemu

SIxuro npobiieMa 3aKOHOMIpHO

MTOBTOPIOETHCSI, CJIiJl 3BEPHY TUCH JI0

PO3pPOOHHKIB CHCTEMH Ta HaJIATH

JIOKJIaJHY 1H(pOPMAIIio Mpo

MO CJI0BHICTB i, SIKi BUKIIMKAIOThH

npobnemy.

Ba)xaHO Tak0X BUKOHATH TaKi Ail

®  CTBOPUTH B PO3JUTi PEECTPY
HKEY LOCAL MACHINE\
SOFT WARE\NIlavtoprom
napaMmeTp
Report LOZADebugEvents THITY
DWORD

®  BHKOHATH /i, IKi BUKIHKAIOThH
npobiemy

® CTBOPHUTH KOIIiI0 CHCTEMHOTO
JKYpHAITY TPUKIIAHUX IPOTPaM

(GxypHan lMpunoxeHus)

®  BHJAJMTH CTBOPEHHII ITapamMeTp
peectpy

®  HAJCJIATH CTBOPEHY KOIIIIO
XKYpHAJIY pO3pOOHHUKY

IIpoGnemu nim yac pob6OTH 3 MPOrPaMoOI0 KepysaHHs 3axucmom

Ilig gac cripo6u nomatw mWabdIoH 10
MEePeiKy I03BOJICHHX a0JI0HIB
(mento KoHgpieypauyis\Poboma 3
OokymeHmamu\lllabrnoHu ma
Hadbydoeu) BUHUKA€E TOMHUJIIKA 3
noBinoMJIeHHSM “HemoxImBo
HiIpaxyBaTH KOHTPOJIBHY CYMY
¢aiiny... Kox mommmku 327

Buxonyetscs nporpama MS Word
gu MS Excel

[punuaUTH pOOOTY 3 MPOTPAMOIO
MS Word a6o MS Excel

Ipob6nemu g yac pobOTH 3 MPOTPaMoI0 3axuuieHi QOKyMeHmu

TMommuika i yac CTBOpeHHs 6a3u
JIOKyMEHTIB Ha PO3JILTi dKOPCTKOTO
JICKY 3 ITOBIIOMJICHHSIM
“Hem0IHMBO CTBOpHUTH 0a3y.
System Error. Code: 183.
HeBo3moskHO co3math (ait, Tak Kak
OH YK€ CylIeCcTByeT”

Po3nin xopcTroTO /IHCKa
BHKOPHCTOBYBABCS TS IOKYM €HTIB
y ToTIepe/IHIN IHCTATAIIT CHCTEM U

TloMuIKa mix yac BiAKPUTTS
JNOKYMEHTa 3 MoBinoMIeHHsM “He
MOXY BIIKIFOYUTH I1a0JIoH ...”

IIporpama He MOe BIIKIIOUHUTH
ra6yion abo HagOy OBy, SIKi
3aBaHTAXYIOTHCSI AaBTOMATHYHO

IepecBiTIUTHCH, 1110 BKa3aHUI
mabJsioH abo HaaoynoBa MS Word
Ta MS Excel, siki 3aBaHTaXyIOTbCS
aBTOMATUYHO (iX pO3MilICHHS
BU3HAYAETHCS HACTPOHUKAMHU IIHX
mporpam, 3BU4aifHO BOHH MICTATHCSA
B mamnkax Office\Startup — mst MS
Word Ta Office\Startup — gt MS
Excel) BriFOUEHi 10 cKIIay
JI03BOJICHNX IITA0JIOHIB T HAZ0YI0B
(mporpama KepysaHHs 3axucmom,
MmeHnio KoHgieypauis\Poboma 3
dokymeHmamu\lllabrnoHu ma
Hadbydosu)
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Kopotkuii onuc npobiaemu

MoxJIMBi IPUYNHU

Croci6 BupieHHs

[NomepemkeHHS i 9ac BIIKPUTTA
JOKyMEHTA 3 TIOBiIOMJICHHSIM
“@aliin ... He JO3BOJICHUN I
BUKOPHUCTAHHA"

VYxa3zanuii mabaoH abo HanOymoBa
MS Word ta MS Excel He BKFOUCHI
JI0 CKJIaJly J03BOJICHHX IAa0JIOHIB Ta
HanoyoB (porpama KepysaHHsi
3axucmom, MEeHIO
KoHieypauis\Poboma 3
dokymeHmamu\lllabrioHu ma
Hadbydosu)

3a HeoOXiTHOCTI ToaaTH ¢ aiii 1o
BIMOBITHOTO MEPEIIKY JO3BOJICHUX
maboHIB Ta HAOY 0B (TIporpaMa
KepysaHHs 3axucmom, MeHIO
KoHpieypauis\Poboma 3
dokymeHmamu\lllabrioHu ma
Hadbydosu)

Vi inmi npodneMu

306iit y poboti mporpam MS Word
Ta MS Excel

1. 3akiHYUTH pOOOTY i3 MPOTPAMOIO
SaxuweHi dokymeHmu.

2. IlepecBimunCh, IO B IIEPEITKY
TIPOIIECIB, SKi BUKOHYIOTHCS B
CHCTEMI, He 3aJIMIIMIOCS IPOIIEeCiB
Winword.exe Ta Excel.exe

3. Sxmro 1i mporiecH BUKOHYIOThCH,
3aBEPIINTH iX

[Ipob6nemu min yac peecrpartii

IMomwika mix gac cnpoou
3apeecTpyBaTH CHCTEMY CITIOCOOOM
lNpue’sizka 0o enneKMpPoOHHO20
Kmoya 3 oBigoMIieHHsSM “He
BcTaHoBNeHUH Km0y uaToken”

He 3amyckaeTbest craHIapTHa
ciayx0a Windows Cmapm-kapmbi
3 oBizfoMJIeHHIM OmkKa3aHo 8
docmyne. Y xxypHaJi MICTUTHCS
3aIUC MPO BiACYTHICTh JOCTYMY JIO
posaity peectpy Kare.

Hanmam kopuctyBauy LOCAL
SERVICE noBHuit 1ocTyt 110
posziny peectpy

HKEY LOCAL MACHINE\
SOFTW ARE\Microsoft\
Cryptography\Calais
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MNMepenik ckopo4yeHb Ta NO3Ha4YeHb

oC orepariifHa cuctema

I13 nporpamMHe 3a0e3MmeueHHs

I1IP/] [IpaBUJIa PO3MEKYBAHHS JOCTYITY
T3I TeXHIMHUH 3aXKUCT Hbopmarri
%LOZA% kopeHeBa mamka JIO3A-1

VY HaBesneHill HUKYe TaOMUII1 BKa3aHi MO3HAUYEHHS IS BUJIIB JIOCTYITY 1O 00 €KTIB.

Bua noctymy CxopoueHHs
basoBi Buam nocrymy
AJIMIHICTpYBaHHSI A
BukoHaHHs X
Bunanenus D
Bunanenns namnku DF
Hpyx p
Excriopr E
3anuc BJIaCHUKA WO
3anuc JaHux WD
3anuc 70IaTKOBUX aTpuOyTIB WEA
3anvc piBHS TOCTYITY WSL
3anuc CucKy ayauTa WAD
3anuc COUCKy J0CTYITy WDC
3amnuc cTangapTHUX aTpuOyTiB WA
30epexeHHs B 0a3i JOKYMEHTIB SB
Excnopt (306epeskeHHs y daiiini) S
KopuryBanHs TOBiTHHKA THIIB JOKYMEHTIB EKD
IlepelimeHyBaHHs RN
IlepeiiMeHyBaHHS MAIKA RF
CTBOpEHHS C
CTBOpEHHsI JOKyMEHTA CD
CTBOpEHHSI ManKu CF
UunrtanHs aTpuOyTIiB JOCTYITY RAA
YuTaHnHg TaHUX RD
UuTaHHS JOBITHUKA TUITIB IOKYMEHTIB RKD
UntanHs 101aTKOBUX aTpUOyTIB REA
UnTaHHs CTaHAAPTHHUX aTpUOYTIB RA
CxafieH1 BUIU JOCTYITY

Jpyk Ta ekcriopt E
3anuc \\
KepyBanHs noctynom AM
KopuryBanus ED
Kopurysanns, apyk Ta ekcropr EE
IloBHMI noctyn F
YuranHs 0asu RB
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